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DIR SOC Resource Baseline Volumes

Optional Years

Resource Unit

‘1. Device Management & Security Monitoring
Endpoint Device Services - (SP HW & SW/24 X 7 x

Unit of Measure

365) - Platinum Per Device
Endpoint Device Services - (SP HW & SW/24 x 7 x
365) - Gold Per Device

IDS/IPS - (SP HW & SW/24 x 7 x 365) - Platinum

Per =<1 Gbps Device

IDS/IPS - (SP HW & SW/24 x 7 x 365) - Gold

Per =<1 Gbps Device

IDS/IPS (Customer Site & Customer HW/SW, 24 x 7 x
365) - Platinum

Per 10 Gbps Device (Remote
Management)

IDS/IPS (Customer Site & Customer HW/SW, 24 x 7 x
365) - Gold

Per 10 Gbps Device (Remote
Management)

SOC Monitoring and Alerting Requirements (Customer
Site & Customer HW/SW, 7am - 7 pm Onsite
Monitoring)

Flat rate per site (Includes 3 Security
Analysts and a Site Lead on
Customers site. Other SOC Staffing
models can be priced as a New
Service)

MDS/MPS (Remote Management) - (Customer HW &
SW/24 x 7 x 365) - Platinum

Per MDS/MPS

MDS/MPS (Remote Management) - (Customer HW &
SW/24 x 7 x 365) - Gold

Per MDS/MPS

IDS/IPS Setup

Per Setup per Device (High Availability
(HA) Pair = 1 Device) (Non Enterprise)

Managed Host Intrusion Protection - (SP HW & SW/24
X 7 x 365) - Platinum

Per Logical Host

Managed Host Intrusion Protection - (SP HW & SW/24
X 7 x 365) - Gold

Per Logical Host

Managed Host Intrusion Protection Setup

Remote Setup Per Unique Configuration
(i.e. Webserver, Database Server, etc.)

Managed Firewall - (SP HW & SW/24 x 7 x 365) -

Platinum Per Firewall
Managed Firewall - (SP HW & SW/24 x 7 x 365) -
Gold Per Firewall

Managed Firewall Setup

Per Setup per Firewall Device
(HA Pair = 1 Device)

Managed Web Application Firewall Services - (SP HW

& SW/24 x 7 x 365) - Platinum Per WAF
Managed Web Application Firewall Services - (SP HW
& SW/24 x 7 x 365) - Gold Per WAF

Managed Web Application Firewall Setup

Per Setup per Web App Firewall
Device
(HA Pair = 1 Device)

Disaster Recovery - Full Test (one time)

Per test per Device, Logical Host,
Firewall or WAF

Disaster Recovery - Customer Table Top Test (one-
time)

Per test per Device, Logical Host,
Firewall or WAF

Security Information Event Management (SP HW &
SW/24 x 7 x 365)

Per IPS, Web Proxy, Logical Host,
Firewall or WAF

Remote Targeted Threat Research

1-3 months

4-12 months

13-24 months

Customer Site Device Management Rate Card

Resource Type

Security Engineer Tier

Y1- Stub
(Commencement
8/31/2018)

Y2
(9/1/2019-8/31/2020)

Y3
(9/1/2020-8/31/2021)

Y4
(9/1/2021-8/31/2022)

Y5
(9/1/2022-8/31/2023)

Y6
(9/1/2023-8/31/2024)

Y7
(9/1/2024-8/31/2025)

Y8
(9/1/2025-8/31/2026)

2 2 2 2 2 2 2 2
1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1
32 32 32 32 32 32 32 32
1 1 1 1 1 1 1 1

Hourly Rate-Onsite 1

Security Engineer Tier
Hourly Rate-Onsite 2

Security Engineer Tier
Hourly Rate-Onsite 3

Security Engineer Tier
Hourly Rate-Onsite (Non Dash) 1

Hourly Rate-Onsite (Non Dash)

Security Engineer Tier
2

Hourly Rate-Onsite (Non Dash)

Security Engineer Tier
3

Monthly Rate-Onsite

Security Engineer Tier
1

Monthly Rate-Onsite

Security Engineer Tier

Monthly Rate-Onsite

Security Engineer Tier
3




Security Engineer Tier
Monthly Rate-Onsite (Non Dash) 1

Security Engineer Tier

~

Monthly Rate-Onsite (Non Dash)

Security Engineer Tier
Monthly Rate-Onsite (Non Dash) 3

Truck Roll (DASH)

Daily Rate

Truck Roll (NON-DASH)

2. Incident Response

w
3

Daily Rate

Response Preparedness

sk and Compliance
Penetration Testing
Black Box (Remote)- External

Security Incident Management Hourly Rate-Onsite Inc!dent Eng!neer
Hourly Rate-Remote Incident Engineer

Digital Forensic Investigation Hourly Rate-Onsite D!g_)!tal Analyst
Hourly Rate-Remote Digital Analyst
Hourly Rate-Onsite Incident Engineer

Hourly Rate-Remote Incident Engineer

2 weeks, 1-100 Live IPs

Penetration Testing
Black Box (Remote)-External

4 weeks, 101 - 1000 Live IPs

Penetration Testing
Black Box (Remote)-External

6 weeks, 1001 - 5000 Live Ips

Penetration Testing
Black Box (Remote)-External

8 weeks, 5001 + Live Ips

Penetration Testing

White Box (Remote)- Internal 2 weeks, 1-100 Live IPs 13 13 13 13 13 13 13 13
Penetration Testing
White Box (Remote)- Internal 4 weeks, 101 - 1000 Live IPs 20 20 20 20 20 20 20 20
Penetration Testing
White Box (Remote)- Internal 6 weeks, 1001 - 5000 Live Ips 9 9 9 9 9 9 9 9
Penetration Testing
White Box (Remote)- Internal 8 weeks, 5001 + Live Ips 7 7 7 7 7 7 7 7
Texas Cybersecurity Framework Assessment Per Assessment 46 46 46 46 26| 26| 26| 26|
Security Risk Assessment Hourly Rate-Onsite Senior Engineer
Hourly Rate-Remote Senior Engineer
Hourly Rate-Onsite Junior Engineer
Hourly Rate-Remote Junior Engineer
Hourly Rate-Onsite Quality Assurance
Hourly Rate-Remote Quality Assurance
Hourly Rate-Onsite Manager
Hourly Rate-Remote Manager
Flat rate per Cloud Vendor
Cloud Compliance Assessment
Vulnerability Scanning - Internal/External Per Live IP (12 Month Minimum
Term)
Vulnerability Scanning - Internal Base - Hardware/ Software
subscription
(12 Month Minimum Term)
Base - VM Ware/ Software
subscription
(12 Month Minimum Term)
Vulnerability Scanning - External Per Live IP (One time scan)
Web Application Vulnerability Scanning - (Remote/SP |Per Web Application (12 Month
Site) Minimum Term)
Web Application Vulnerability Scanning - (Remote/SP |Per Web Application (One time
Site) scan)
Web or Mobile Application Penetration Test Per Test 19 19 19 19 19 19 19 19




