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Overview

Cybercrime Support Network (CSN) is a national  
nonprofit whose mission is to assist individual and small 
business cybercrime victims before, during, and after a 
cybercrime event.

Report. Recover. Reinforce.
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CSN is the first US organization focused on speaking out for cybercrime victims and working to create a federal, state and local coordinated response to support victims as they respond and recover from a cybercrime and online fraud incident.
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CSN is proud of the Board of Directors we have supporting us from industry, government and law enforcement. Of special note to this audience is the CISO of ServiceNow, CISO of LA County, Michigan Cyber Command and MS-ISAC representation. 




Partners
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They partner with many national, state and local organizations who care about the integrity of the cyber ecosystem and want to make a difference for those impacted by the cybercrime. 




The Problem

● Millions of Americans are victims of cybercrime and 
online fraud each year with no clear path to 
reporting and recovery.

● The true rate or cost of cybercrime and online fraud 
to individuals and SMBs is unknown.
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CSN is working to solve two problems:
�First, the is no simple means for victims of cybercrime to get the help they need�
Needed: 
Simple to Use - National Reporting Mechanism to help capture the complete picture for policy makers
�Second, we don’t know the true cost of cybercrime because of the lack of a standardized reporting mechanism that supports the victims. There is limited data for government and society to make effective decisions to fight cybercrime.

CSN is going to count the victims. 
�



FBI Internet Crime Complaint Center (IC3) 2019 Annual Report

Presenter
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FBI Internet Crime Complaint Center just released their 2019 annual report. This report covers the complaints that are reported on their online form at IC3.Gov. In 2019, over 450,000 people or small businesses reported a cybercrime to IC3. Of those 450,000 victims, they collectively lost 3.5 Billion dollars.



Actual losses could be $338 Billion per year
for 50M Am erican  consum ers and  SMBs. 
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It is estimated by Gallop’s annual crime study that 1 in 4 American adults are victims of cybercrime each year. If all those victims were counted, the true cost to the American economy could be close to $338 Billion per year. 
�



36+ Cybercrime Categories (IC3)

Duplicate

Employment

Extortion

Gambling

Government Impersonation

Hacktivist

Harassment/Threats of Violence

Healthcare Related

Identity Theft

Lottery/Sweepstakes

Malware/Scareware

Advance Fee

Auction

Business Email Compromise

Charity

Civil Matter

Confidence Fraud/Romance

Copyright/Counterfeit

Corporate Data Breach

Credit Card Fraud

Crimes Against Children

Criminal Forums

Denial of Service

Misrepresentation

No Lead Value

Non-payment/Delivery

Phishing/Smishing

Ransomware

Real Estate/Rental

Re-shipping

Social Media

Terrorism

Virtual Currency

Virus
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CSN is asked frequently how we define cybercrime. These are the 36+ categories of cybercrime as defined by the federal bureau of investigations internet crime complaint center. There are two types of cybercrime in our view. Pure cybercrime that is only happening because the Internet exists like Ransomware and DDOS attacks.

The other type is crime enhanced by the Internet. For example, identity theft and romance scams have happened for years, but are now enhanced and happening more often.�
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Here is an example of a victim CSN supports. Grandparent Scam.

We want to support grandparents who receive a text from an imposter claiming to be their grandson. The text usually reads something like, Grandpa, I am in jail and need you to send me $11,000 dollars right away. They are going to take my phone now, so I can’t talk. Please don’t tell mom. I am so scared. Please hurry.
�Millions of seniors are sending money to criminals in scams like this, romance scams and other imposter scams. 
�
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CSN and their partners are answering the question for victims of “Where do I start when a cybercrime happens?”



We asked the public what they thought...

1 out of 3
impacted by a cybercrime

1 out of 4
did nothing to respond 

to the incident

91%
believe in importance of 

reporting to law 
enforcement

2 out of 3
likely to use a reporting portal

Preferences:

1

Phone (911/211)

2

Website

3
Smartphone app or 

physical
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Thanks to a grant from Comcast, CSN was able to work with Harvard researcher, Arun Vishwanath, to conduct a statistically relevant survey with 600 respondents. We found that 
 
1 out of 3 adults had been a victim of cybercrime in the past two years
1 out of 4 victims did nothing about it because they did not know where to go, they were too embarrassed, or they did not think anyone could help
91% of those surveyed wanted to report to law enforcement. Even if they thought it would not help their individual case. 
2 out of 3 respondents wanted an easy to use portal to report
�When asked a preference for how to reach help and report the preferences were
#1 a phone line like 911 or 211
#2 a website
#3 an app or talking to someone in person
�





Presenter
Presentation Notes
Cybercrime is placing a stress on limited 911 Center capacities:  

This is an actual tweet from the Philadelphia Police. Many cybercrime victims call 911 inappropriately. CSN works with law enforcement agencies and associations across the country in partnership. Partners in 911 dispatch leadership appreciate taking away calls from their emergency lines that do not belong there. 911 centers across the country are dealing with a shortage of staff, and having an increased number of calls about YouTube, Facebook, Romance scams and others is putting a pressure on the system that needs to be addressed.



● AARP Fraud Watch
Scam-Tracker

● Office of Inspector General Dept. of 
Transportation
https://www.oig.dot.gov/hotline

● U.S. Treasury
IRS Impersonation Scam Reporting

● National Center for Missing and Exploited 
Children
Cyber Tip Line

● Internet Crime Complaint Center FBI (IC3)
Complaint Form

● U.S. Senate Special Committee on Aging’s   
Fraud Hotline 1 -855-303-9470
2017 Committee Report Pages 43-47 have 
lists of potential places to report

● International in cooperation with 
FTC
econsumer.gov

● FTC US Complaints
ftc.gov/complaint

● National Consumers League
fraud.org

● FTC report Identity Theft
identitytheft.gov

● Call for Action
Callforaction.org

● Better Business Bureau
BBB Scam Tracker

● US Cert for Business
Report an Incident
Report Malware
Reporting Phishing Email to APWG

● Consumer Financial Protection 
Bureau (Gov)
Report a Complaint
Complaint Categories

● Anti -phishing Working Group 
(APWG)
https://www.antiphishing.org/report
-phishing/overview/
Forward phishing email as an 
attachment to:
reportphishing@apwg.org.

● Identity Theft Resource Center
888-400-5530 

● AARP Fraud Watch Helpline
Call 877-908-3360 to share your 
story and receive assistance from 
our call center

The Hotline Issue
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There are dozens of great organizations and agencies:  government agencies, reporting bureaus, consumer advocacy groups, financial institutions, social media companies  and so many more. Victims often call 2 or 3 before arriving at the right one. Many others give up out of frustration. 

All these agencies receive reports every day. However, since there is no nationalized reporting structure, we get what is called “stovepipe reporting” they produce their own reports, may not share information, or use different reporting language. As a result, the true picture is never really known. Consequently, the right resources are not being made available to address the problem. 



https://action.aarp.org/site/SPageNavigator/FraudMap.html?cmp=RDRCT-ADV-FRAUD-050916
https://www.oig.dot.gov/hotline
https://www.treasury.gov/tigta/contact_report_scam.shtml
http://www.missingkids.org/gethelpnow/cybertipline
https://www.ic3.gov/complaint/default.aspx/
https://www.aging.senate.gov/imo/media/doc/2018%20Fraud%20Book.pdf
https://www.econsumer.gov/en/Home/FileAComplaint/1#crnt
https://www.ftccomplaintassistant.gov/#crnt&panel1-1
http://www.fraud.org/homepage?splash=1
https://www.identitytheft.gov/?utm_source=takeaction
http://callforaction.org/about/
https://www.bbb.org/scamtracker/us
https://www.us-cert.gov/forms/report
https://www.malware.us-cert.gov/MalwareSubmission/pages/submission.jsf
https://www.us-cert.gov/report-phishing
https://www.consumerfinance.gov/complaint/getting-started/
https://www.consumerfinance.gov/complaint/data-use/#reports
https://www.antiphishing.org/report-phishing/overview/


International
Solutions
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CSN is following best practices and lessons learned from countries that already have a program to serve cybercrime victims nationwide. 
�



UK, Canada and Israel 
Solutions

● One national number to call

● Jurisdiction legislation

● Needed social workers

● CA Only responding to 15% of 
complaints – too many

● Over 50% no law enforcement 
response    
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Canada, the UK and Israel have created national programs with one number to call if impacted by cybercrime. 
 
The Canadians have been operating their Anti-Fraud Centre since 1993  
Originally it was known as known as PhoneBusters National Call Centre,  AFC’s original mission was to combat telemarketing fraud
It has evolved over time and now plays a major role in Canada’s efforts to fight cybercrime.
 
For the past 4 years, the UK has operated the Action Fraud network. They have one national number for victims to call and get to the appropriate resource. 
 
In the US, we are missing two components needed to mimic this program exactly. 
The UK government has given jurisdiction to one law enforcement agency to be the lead on all calls for help. 
 
They have also built a 35 million pound (~$45 mil USD) security operation center to take the calls. Over 50 percent of the calls coming in had NO law enforcement response
 
Israel recently stood up the 119 for cybercrime number and is taking calls from consumers and businesses impacted. 




CSN
Solutions
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CSN is setting up simple to use, national reporting mechanisms to ensure we are able to capture the true picture of cybercrime.  

CSN will then:  
Share this picture with federal, state and local law enforcement 
And perhaps more importantly, share with policy makers to illuminate what can be done to help the millions of Americans currently being impacted




FraudSupport.org

Description: Screenshot of FraudSupport.org homepage to click on help for businesses or individuals. 
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You may recall from the survey that the #2 choice by victims to report and recover was a website.  
�CSN has created www.fraudsupport.org to help victims report, recover and reinforce their security.   
The site was launched in November 2018 and has had over 650,000 visitors
�The top pages visited have information about romance scams, cyberbullying and hacked accounts. 
�



FraudSupport.org

Description: FraudSupport.org; examples of financial/purchase scams including advance fee scams, credit card scams, Tax (IRS) scams

Presenter
Presentation Notes
The individual categories of cybercrime have been grouped into 5 easy to understand names. Let’s say you believe you were a victim of financial fraud and money loss. 




FraudSupport.org

Description: FraudSupport.org; examples of financial/purchase scams including advance fee scams, credit card scams, Tax (IRS) scams

Presenter
Presentation Notes
Once you click that category, it is broken down into nine types of financial and purchase scams. 



FraudSupport.org
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When a victim choses Online Shopping as a crime category, they are on the final page in their search. It starts with a definition of the issue and some immediate steps to take. 
 
�



FraudSupport.org
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Also on that page is guidance to report, recover and reinforce your security. Vetted resources from the Federal Trade Commission and other experts. 
�



FraudSupport.org
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Small businesses that are impacted by cybercrime also can find the resources they need to report, recover and reinforce their security on Fraudsupport.org.
�



Utilize existing national 211 infrastructure

• Victims call for support to report, recover 
and reinforce their security.

• 211 call specialists provide referrals to 
organizations or law enforcement that 
can help.  

Presenter
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In addition to the fraudsupport.org website, CSN is partnering with the national 211 network to provide phone, text and chat support to victims across the country. 
�The 211 network, it currently covers 95% of Americans and the 211 centers have referral specialists who help those in need find human services like food, shelter, clothing and mental health. 

�




211 Cybercrime Victim Services
Implemented Programs

• Rhode Island

• Orlando, FL

• West Michigan

• Mississippi

Upcoming Programs

• North Carolina

• New Jersey

Applications Completed
• Texas

• California

• Florida
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Along with 211 partners in Michigan, Florida, North Carolina, New Jersey, Mississippi and Rhode Island, CSN has been awarded the first ever DOJ Office for victims of crime grants specifically meant to serve cybercrime victims. 




Crime Categories Served by 211

Presenter
Presentation Notes
Where the 211 is staffed and trained to answer cybercrime victim calls in Rhode Island, Michigan, Florida and Mississippi, the types of calls that are coming in fit what is reported to IC3 and the Federal Trade Commission. Imposter scams like romance scams and FBI impersonation scams are coming in at the top. 




What does success look like?
• Increased reporting
• Increased recovery
• Increased resources
• Decreased crime and re -

victimization!
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When we are successful, we’ll see
Increased reporting
Increased recovery
Increased resources 

And DECREASED crime and revictimization




CSN team and partners will not stop 
until 211 is the national number se rving 

cybercrim e  and  on line  fraud  victim s.
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The team at CSN and their United Way 211 partners are dedicated to building a national hotline to serve cybercrime and online fraud victims. 



Sponsors & Funding

Craig Newmark 
Philanthropies

Federal Grant Funding
U.S. Department of Justice 
Office for Victims of Crime

Federal Grant Funding
U.S. Department of Homeland 

Security

Presenter
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CSN is proud to be funded by federal agencies and private sector. Our work is an excellent case for public-private partnership.




Thank you. Kristin Judge
CEO/Founder
Kjudge@cybercrimesupport.org

Cybercrimesupport.org
FraudSupport.org

YouTube:
Cybercrime Support Network

Twitter:
@FraudSupport
@CyberSupportNet
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