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Bottom Line Up Front (BLUF)

● The Problem: Information overload, bias and inconsistency 
reducing the quality of human decision-making. 
○ ‘Fog of war’ and ‘noise’ as metaphors for an exponential 

increase in complexity which influences decision fatigue and 
uncertainty in decision-making.

● Toward the Solution: Learning to filter out noise, isolate 
important outcomes and ignore the rest. 
○ ‘Clarity’ and ‘signal’ as metaphors for the rapid improvement 

of human-machine decision capabilities + new mental models 
for getting there. 

○ Planting the seed, individually
○ Planting the seed, organizationally 







The Fog of War



Maybe you’re thinking, duh...

...but we have to learn to think differently. 



Ready to take things to the next level?



What is noise?

o Erratic factors which reduce decision 
accuracy

o Humans are unreliable decision 
makers 

o Strongly influenced by irrelevant 
factors, such as… Current mood, 
Time since last meal, The weather

o Noise is far above the level that 
executives would consider 
tolerable—and they are completely 
unaware of it.



Noise Cont...

A B

C D

o Noise Audits
o Unlike bias, noise can be measured without 

knowing what an accurate response would 
be. To illustrate…

o The ultimate goal is to improve the quality 
of decisions

o Not just reducing uncertainty for the 
policymaker, but improving the decision 
quality of the analyst herself

o Better decisions are not achieved merely by 
reducing general biases (such as optimism) 
or specific social and cognitive biases (such 
as discrimination against women or 
anchoring effects)



Human decision -making (cognitive psychology)



How spinning the intelligence cycle helps you 
eliminate noise...



Practical Tips 

● Identify what you are most vulnerable to
● Gather data central to that topic
● Take time to assess possible outcomes
● Narrow the body of implications
● Decide, Act



Example 1: PIRs for security & business



Example 2: Reflective Decision Journaling



Why?

● Improve decision outcomes
● Reduce decision fatigue
● Learn from mistakes
● Mitigate risk
● Enable competitive business decisions
● Reduce stress
● Save money, time & jobs



But what if my organization is still foggy?



Chinese Proverb



Planting the Seed, Organizationally



Strengths Weaknesses Opportunities Threats

1. IT Operations
2. IT Security
3. Business Risk & IT Risk
4. Business Processes
5. External Factors



Stakeholder Analysis

1. IT Operations
2. IT Security
3. Business Risk & IT Risk
4. Business Processes
5. External Factors



Where can we go?



How can we get there?



Filter & Fine tune!



References

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-
every-day-the-mind-blowing-stats-everyone-should-read/#76e21be60ba9

https://hbr.org/2016/10/noise

https://livingsecurity.com

https://www.juncyber-ed.com/

https://fs.blog

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#76e21be60ba9
https://hbr.org/2016/10/noise
https://livingsecurity.com
https://www.juncyber-ed.com/
https://fs.blog

	From ‘Fog of War’ to Reducing Noise in Daily Operations
	Graham J. Westbrook
	Bottom Line Up Front (BLUF)
	Slide Number 4
	Slide Number 5
	The Fog of War
	Maybe you’re thinking, duh...
	Ready to take things to the next level?
	What is noise?
	Noise Cont...
	Human decision-making (cognitive psychology)
	How spinning the intelligence cycle helps you eliminate noise...
	Practical Tips 
	Example 1: PIRs for security & business
	Example 2: Reflective Decision Journaling
	Why?
	But what if my organization is still foggy?
	Chinese Proverb
	Planting the Seed, Organizationally
	Strengths Weaknesses Opportunities Threats
	Stakeholder Analysis
	Where can we go?
	How can we get there?
	Filter & Fine tune!
	References

