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Why am I here today



@aamirlakhani 

alakhani@Fortinet.com

Blog: www.DrChaos.com

sudo -u root echo `whoami`

(A^2) Aamir Lakhani
• Hacker, Ninja, Prince
• Red Team Researcher
• Fortinet, FortiGuard Labs
• I am known as that guy that liked the Phantom Menace 

Let’s Connect!
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What do you want to be when you grow up?
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Note to teacher
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My Favorite Social Media Site/App?
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Who are your social friends



Robin Sage

Fictional American cyber threat analyst created to 
abstract sensitive information. She graduated from 
MIT and had 10 years of experience despite she 
was 25 years old. 

Despite the fake profile, she was offered 
consulting work with notable companies such as 
Google and Lockheed Marti. She had friends in the 
FBI, CIA and even offered dinner invitations from 
male friends. 



Emily Olivia Williams 

Fictional CSE created to abstract sensitive 
information from a specific target. She graduated 
from MIT and had 10 years of experience despite 
she was 28 years old. 

Despite the fake profile, she was offered sensitive 
information from our target’s AM and CSEs. She 
had friends in large partner vendors and even 
offered dinner invitations from male friends. 



The Impact of Social Media
10 minutes: 20 Facebook connections

6 LinkedIn Connections

15 hours:    60 Facebook connections
55 LinkedIn Connections

24 hours:    3 job offers

Total Connections: 170 Employees
71 Cisco; 22 NetApp; 10 EMC;      
35 McAfee 
300+ Facebook friends 

Endorsements: 22 LinkedIn Endorsements
For Expertise and Experience
From Partners and co-workers

Offers: 4 job offers, Laptop and office 
equipment, network access.





What we did

What?
Created fake FaceBook and LinkedIn profile to gain information using social media. 

How?

Social engineering techniques that allowed us to participate as a New Hire

What was captured?

Salesforce Logins, Issued Laptops, Jobs offers, Endorsements, Meet up requests

What was the real threat?

Published a Christmas card on social networks that gave us remote access to anyone 
that clicked on the link. This gave us significant access to devices and data. 





Other Attacks: Click Jacking



Other Attacks: Malware



Other Attacks: SET





Emily Williams Good News

Some people asked “Do I know you”? 

Some people on Facebook flagged 
suspicious activity



Emily Williams Bad News

What do you leave on social networks that could be used 
against you?

We used Facebook and LinkedIN against you!



Hard Drives



Hard Drive Forensics 
Purchased 10 hard drives from online auctions – Total cost $700

✘ 1 Hard Drive forensically clean
✘ 1 Hard Drive “floor model”
✘ 8 Hard Drive had “interesting data”

Used FTK Imager
✘ Show file content (block PII)
✘ Show browser history
✘ Show pictures



FTK Imager
 DOTs is no data

 Sometimes all data was there, 
just hidden partitions 

 Lots of drives with infected 
malware

 Slack space and corrupted 
clusters



And We Found



From Major IT Company
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Amazon Echo – “Alexa"

“22 Million devices 
in homes as of 

2017” - Forbes
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Alexa Skills  Student Makes $10K/Month
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Skill Squatting
Alexa Skills

New Attack 
Surface

Sound-Alike 
commands
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Skill Squatting vs Mobile Implants

Mobile 
Implants

Skill   
Squatting
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Skill Squatting – How It Works
Criminals

Sound-alike 
Skill "Name”

Alexa, open
“Skill Name”

Publish 
Skill

User enables
"Skill”
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Voice Assistants For Business
Microsoft

Google

Amazon
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Open Sesame - Cortana Article
Cortana Voice 

Assistant

Open Sesame

Windows 10 PCs
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Voice AI Source Code – Darknet Chatter
Looking for Offers

Workflow 
Automation

Digital Assistant
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Drones – Bank Roof Top

Rogue Drones

Credit Suisse

Acid Drops into 
Data Center



35

How do Data Breaches Affect Me?
Do regular people 
care about data 

breaches

Does it really 
matter

What is the 
endgame?
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UBER – Data Breach
57 Million 

Customers

October 2016

600,000 Drivers 
and License #s
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Drones – Darknet Listing
NFZ Bypass

$50

Yuneec Drones
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So What, Now What
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Advanced 
Research

Actionable 
Threat 

Intelligence
Artificial 

Intelligence

FortiGuard Labs How We Do What We Do
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Fortiguard Labs Why We Do What We Do
$61 Million 9000 C2 Servers Connected Cars
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