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Killing Me Softly with His Song
Understanding Cyber SINs

A2 — Aamir Lakhani, Senior Red Team Researcher
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Why am | here today
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Hacker, Ninja, Prince

Red Team Researcher

Fortinet, FortiGuard Labs

| am known as that guy that liked the Phantom Menace

@EEINIELGET ]

live ns® , Complete @
Video Course

alakhani@Fortinet.com

Cybersecurity
Analyst CSA+

Penatration Testing with Web Penetration Testing AR i
Raspberry Pi with Kali Linux XenMobile MDM

(CS0-001)

lasmph it

Blog: www.DrChaos.com
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What do you want to be when you grow up?
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Note to teacher

Dear Mrs. Jones,

I wish to clarify that I am not now, nor have I ever been, an
exotic dancer

1 I work at Home Depot and I told my daughter how hectic it was
last week before the blizzard hit. I told her we sold out every

single shovel we had, and then I found one more in the back
room, and that several people were fighting over who would get
it. Her picture doesn’t show me dancing around a pole. It's

supposed to depict me selling the last snow shovel we had at
Home Depot.

From now on I will remember to check her homework more
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My Favorite Social Media Site/App?
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Who are your social friends
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Robin Sage

Fictional American cyber *’ ‘ ® catedto

abstract sensitive in*‘"“\(e _aduated from

MIT and had 17 .ence despite she

was 25 ye- %ea\

' ,‘ G .« profile, she was offered
s work with notable companies such as

‘\s gle and Lockheed Marti. She had friends in the

rBl, CIA and even offered dinner invitations from
male friends.




Emily Olivia Williams

Fictional CSE created to abstract sensitive
information from a specific target. She graduated
from MIT and had 10 years of experience despite
she was 28 years old.

Despite the fake profile, she was offered sensitive
information from our target’s AM and CSEs. She
had friends in large partner vendors and even
offered dinner invitations from male friends.




The Impact of Social Media
| b 10 min;tes: 20 Facebook connections

6 LinkedIn Connections
—

NOTIFICATIONS

.:rrd:rrsed you for a skill: Cisco

Technologies

p; 10 EMC;

e ——

endorsed you for a skill: CCNA nds

ments
For Expertise and Experience
From Partners and co-workers

Offers: 4 job offers, Laptop and office
equipment, network access.

-




Messages

Feply Fornaarn Report Spam

RE: Job Opp.

To: Em

“ou replied to th

The interview is just a formality. | am sure with v ‘\“ 4 and references it won't be an
issue. Besides, it would probably just better * ‘ac « an interview at the office.

Emily Williams w- a

Ahhhh that is so sweet! You look ’ s yﬂur profile oicture. | hate mterwewmg
because | get really nervous o~ 0 .out l am £ rdon't ever let
me hawe fun -(::: ‘

ey N\e‘\ |

Ay chance wol < interested in a senior SE pos
loocks like it woule a parfect fit. If you hawve a few min

1d exparience




What we did

What?

Created fake FaceBook and LinkedIn profile to gain information using social media.

How?

Social engineering techniques that allowed us to participate as a New Hire

What was captured?

Salesforce Logins, Issued Laptops, Jobs offers, Endorsements, Meet up requests

What was the real threat?

Published a Christmas card on social networks that gave us remote access to anyone
that clicked on the link. This gave us significant access to devices and data.






Other Attacks: Click Jacking

Attacked website is in a fully
transparent IFRAME
(it is not visible)

Fake input controls with - ’ilb

low Z index, positioned strictly
“under” the hijacked web controls

User provides quiz answers,
then hits the "Next” button.
All these clicks are hijacked by the invisible

frame as its controls have higher (by default) Z order.
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Other Attacks: Malware
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The Social-Engineer Toolkit is a product of TrustedSec.

Other Attacks: SET

Using Credential Harvester module in SET - Kali Linux

Join us on irc.freenode.net in channel #setoolkait

Visit: https://www.trustedsec.com

Select from the menu:

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)

Spear-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector
SMS Spoofing Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors
Third Party Modules




RE: Join my network on LinkedIn

Talent Acquisition Director at
To: Emily Williams
Date: November 1, 2012

Happy to be your valet when you arrive in | Give me a little notice when your
schedule is set. Do you need any help in getting the Service Desk to accelerate the laptop
and email issues?

On 11/01/12 12:51 PM, Emily Williams wrote:

Thanks !

| am still get situated getting my laptop and email. | can't wait to get started! Are youin —..
7 | think | will be coming up there soon to meet with a customer. You will definitely
need to introduce me to everyone up there! :)




1A

So

Anyone ever had this happen? A person you don't know
adds you that has a new profile with maybe 5 mutual

friends - but no other friends. After they add you they start

mass adding all of your friends. Other friends also email
about the same thing - asking me how | know her. That's
why | deleted her. Smells like a troll.

Like - Comment
r1 4 people like this.
L) View all 11 ramments

M | his is why | stopped posting to Friends of
Friends and just do it to Friends now.

vastasday at 12:35pm - Like - ¢35 1

s FofF posting has definitely expanded my
audience, but yeah... | have to deal with the BS sometimes.

Fortunately, I've been the Robin Hood of trolls since B9.
“oabemeday at 12:37pm - Like - &b 1

Yes. Just today | was asked to be friends with 2
people | don't know. We only have one "mutual friend"

between both of them. | just ignore them. | am considering
thinning down the herd anyway, let alone adding new ones.

Wostomdow of 12 440m - Like - £5 1

sy That is why | don't allow many realtors
to be my friend. | am a realtor, | have seen how some of
therm waork.

23 hours ago via mobile - Like - g3 1

. Write a comment...

'S
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Hey do | know you?

Emily Williams
| thought | knew you from Hungry Howie days

Dang your right that was forever ago hahaha

Sorry, | had to look at a photo haha those were wild
days! (&) | hope life has treated you like gold!

Emily Williams

Yea it's been years. Ran into Derrick in NYC a while
ago but outside that haven't seen people since | left
b town

Were still rockin it in b-town! | started my own

business, and do Films now! | just finished my 3rd
film acting, and am bout to direct my first, and am
writing my first screenplay: ) I'm super excited! (&)
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Hard Drive Forensics

Purchased 10 hard drives from online auctions — Total cost $700

X 1 Hard Drive forensically clean

X 1 Hard Drive “floor model”
X 8 Hard Drive had “interesting data”

Used FTK Imager

X Show file content (block PIl)
X Show browser history

X Show pictures




FTK Imager

DOTs is no data

Fe Vew Mode Hep

aftcadlBs
S “ Sometimes all data was there,

| just hidden partitions
o Lots of drives with infected

malware

1 File Sack
qular File

Jetrbuton

Slack space and corrupted
clusters

MantaRay - ManTech Triage & Analysis System MantaRayForensics.com 1 4) 348AM 2 sansforensics £

L]

MantaRay - ManTech Triage & Analysis System MantaRayForensics.com

mount_points
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And We Found



From Major IT Company
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File folder
File folder
File folder
File
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Adobe Acrobat ...
Adobe Acrobat ...
Microsoft Word ...

Text Document

Microsoft Excel ...

Text Document
Text Document

Microsoft Excel ...
Microsoft Word ...

Data Base File

WASHINGTON DRIVER LICENSE

A e 0152000
Lol )
R LT ]

WA .

COL  END RES
SEX MT Wr EYES
F §2 12 BRN

185uE pate 07-05-2004
pos 08-01-1985

4 Thumbs.db 130018

| e
 thurs, bt 0.87k8 Text Document T = T

]
[Bloised a | ExposedFonms

y 0o
B Merraetn Braurop



Amazon Echo — “Alexa"”

Amazon Alexa Coming to Mexico in
2018, Developers Can Start Building
Alexa Skills Now

BRET KINSELLA on August 9, 2018 at 1:31 pm

“22 Million devices

in homes as of
2017” = Forbes

il

.II.IIIV/&\M al

= Alexa Skills Kit is now available to developers to build Alexa skills localized for Mexico

= Amazon Echo smart speakers will launch later in 2018, date not disclosed but November is a good bet
« Sonos and Bose will ship Alexa-powered smart speakers in Mexico in 2018

» This follows a June announcements of forthcoming Alexa availability in Spainin 2018

« Google Home smart speakers began shipping in Mexico in June 2018

Armaran annanaecad in s blan rack vackardsae that Alava Cleille Wit TACEY ie naaar samilahla fare doscslanaree 0 hamin hoildine



Alexa Skills Student Makes $10K/Month

S 2= makeit

HOME ENTREPRENEURS LEADERSHIP CAREERS MOMEY SPECIALS f in W

I ENTREPRENEURS

This 22-year-old college student makes
$10,000 a month off Amazon's Alexa

g | 9:05 AM ET Thu, 12 April 2018




Skill Squatting

dl'S TECHNICA

MAD SKILLZ

Researchers show Alexa “skill squatting”
could hijack voice commands

Homophones and mistakes in voice processing could be used to phish Echo users, research
finds.

SEAN GALLAGHER - B/30/2018, 5:40 PM

Alexa Skills

New Attack
Surface

Sound-Alike
commands




Skill Squatting vs Mobile Implants

Mobile
Implants

Skill
Squatting




Skill Squatting — How It Works

Criminals
;O; @ Sound-alike s Puyblish
—\= $< Skill "Name” Skill
D
Alexa, open User enables
“Skill Name” "Skill”




Wil ATET = 6:15 PM @ f 99 -
S will ATET = 6:33 PM E F 95% -
— ALL SKILLS Your Skills
£ AMEX

Amex

FAVIEX4

| Rated: Guidance Suggested

ENABLE

Account linking required

S

STAFF PICKS

The Daily Show

TRY SAYING

“ALEXA, WHAT ARE YOUR GAMES SKILLS?"

ABOUT THIS SKILL
Jeopardy! ) i
JERPARBY! Explore a new way to connect with American Express
through the Amex skill. Make a payment, get Amex
Offers, check your balance, and more - all with the

power of your voice.




Voice Assistants For Business

_ Voice Assistant Enterprise Investment in Next 2 Years
Microsoft

MICROSOFT'S CORTANA 78%
GOOGLE'S ASSISTANT 78%
AMAZON'S ECHO 7%
IBM'S WATSON
Google

APPLE'S SIRI

SAMSUNG'S BIXBY 62%

SAP'S CO-PILOT 64%
| | | | | |

Amazon 10% 20% 30% 40% 50% 60% 70% 80%

mVoice Assistant Enterprise Investment in Next 2 Years
500 IT and Business Leaders Survey Globally, May 2018




. Open Sesame - Cortana Article

II“,'_ H’h“‘[’t IELH aLIENLEE LULIUKE MUKE :
Cortana Voice

Assistant

 —

MICROSOFT \ TECH \ WINDOWS 1O

Hackers can summon Cortana to break into
Windows 10 PCs

Cortana on the lock screen has some security exploits

By Tom Warren | @lomwarren | Jun 13, 2018, 5:12am EDOT

- Open Sesame
W [ sHARE

Samsung's folda
detailed in new

Google's Night
amaze you

Windows 10 PCs




Voice Al Source Code — Darknet Chatter

Empire Market

w. BTC/LTC/XMR. 2FA

Looking for Offers secure.

Cyber Security Forum

1 Page 1 of 1
Workflow
] by » 20 Aug 2018
Automation . . M [ ey
Im looking for offers for Al program’s source code. | also have an account list with it ety
passwords available for the user base. | do apologize 1t this is not allowed here, and please remove it such.
This will be a package including full source code, images, and user credentials.
Product info:https:/i com/
t+Pagelofl

Digital Assistant




Drones — Bank Roof Top

Game of Drones: For Crimindis and Corporate Spies, the
Skvy’s the Limit

By Rasika Sittomparam # INCREASE | DECREASE TEXT SIZE

Rogue Drones

Credit Suisse

Acid Drops into
Data Center

Arogue drone found on Credit Suisse HQ's roof; fears of acid drops into data centres: drones are the
latest security threat for businesses. Rasika Sittamparam eyes the aerial battle.




How do Data Breaches Affect Me?

Do regular people
care about data
breaches

Does it really
matter

What is the
endgame?




UBER - Data Breach

UBER Help

We're here to help

FOR RIDERS » MORE 3

Information about 2016 Data
Security Incident

In October 2016, Uber experienced a data security incident that resulted in a breach o
information related to rider and driver accounts.

Rider information included the names. email addresses and mobile phomne numbers
related o accounts globally, Our gutside forensics experts have not seen any indicatio
that trip location history, credit card numbers, bank account numbers, Social Security
numbers or dates of birth were downloaded.

57 Million
Customers

October 2016

600,000 Drivers
and License #s




Drones — Darknet Listing

Bypass your Drones No Fly Zone (NFZ) Restriction

Firmware Kill NFZ Drones Yuneec Q500, Q 1 N FZ BypaSS
Il Ve are not responsible for any mis
involves the use of this tool,

' When you b...

Sold by WhiteChapel - 0 sold since Jul 26, 2016 B0 [0 == S 0 g TE= | K=

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Sitems Ships 1o Worldwide $ 5 0
Ends in Mever Payment FE Listing 100%

Same Day delivery via Private Message - 1 days - USD +0.00 / item

Purchase price; L5D 50.00

Oty: |1 @® Buy Now m

Description Bids Feedback Refund Policy

Yuneec Drones

Product Description

Firmware Kill MNFZ Drones Yuneec Q500, Q500+ & Q500 4K

ke B L
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So What, Now What



FortiGuard Labs How We Do What We Do

Actionable o
Advanced Threat Artificial

Research Intelligence

Intelligence




Fortiguard Labs Why We Do What We Do

-
$61 Million

= TORTUNE

Kingpin Behind Suspected $60
Million Online Scams Nabbed

o R kel

LR i

~

4
9000 C2 Servers

&

INTERPOL

3 hprl AT
R

unites public and private sectors

B wamn

SINGAPORE - Ae INTERPCL-ed opacaion largefing cybancrime acoss tha ASEAN mgon has
Camymand s Contesl (CF) serveey pred hundreste of

g i Ineion (HGCT), brought logeier
jia, bhyarmer, Phiippines, Singacore, Thalend end Vieham b

~

-

Connected Cars

Frofirs  fredfoeert Sades  Lopet i wnewy  Peten  Copam

Copmui - Roof [ - \ewwroom © Pom Plsssn. < 20

Press Release
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