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Stan Kiyota is a Leadership Partner with the Gartner Enterprise for IT Leaders Security &
Risk Management Program. He comes to Gartner with 38 years of industry experience in a
variety of organizations in the private and nonprofit sectors. Mr. Kiyota has 30 years of
information security, risk and compliance expertise, including five years as the CISO at one
of the world’s largest management consultancies. He has industry experience working in
telecommunications, financial services, consumer products, management consulting, legal
and non-profit industries.

Mr. Kiyota's past experience includes advising, consulting and providing information security,
risk and compliance expertise to clients on four continents and 25 countries, including
Fortune 50 energy and telecommunications post-merger security integrations, health care
quality, military-industrial cyberbusiness diversifications, next-generation security systems
and architectures, U.S. DHS and intelligence agency cyber program issues and more. He
holds a bachelors degree in International Relations from the University of Southern
California, and is a Certified Information Security Manager (CISM) and Certified Information
Systems Security Professional (CISSP).
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Today’s fast paced discussion is
on how you must adapt and
automate to the ever increasing
speed of threats and the needs of
our customers / constituents
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Security spending will continue
to grow at a compound annual
growth rate of:
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And Iin sub-categories like cloud
security, that growth rate across
the same period will be:
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The Automation Continuum...

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation

-..in everything you do as an info sec professional,
should be focused on driving to the right...
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The Automation Continuum

Ad-Hoc
Automation

Excel Macros

Descriptive
metrics
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Limited
Automation

Robotic Process
Automation

Dashboards and
static visualization

Functional
Automation

Low Code
Application Platform

Predictive
Analytics

Integrated
Automation

Integration
Platform

Prescriptive
Analytics

Adaptive
Automation

Al-enabled
Autonomous Response

Al-enabled
Augmented Analytics
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Security
automation
choices that
are conscious,
and adapted
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The Automation Continuum...

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
Excel Macros Robotic Process Low Code Integration Al-enabled
Automation Application Platform Platform Autonomous Response
Descriptive Dashboards and Predictive Prescriptive Al-enabled
metrics static visualization Analytics Analytics Augmented Analytics

...how do we get there???
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Our World View Is Flawed

What We Think the World Is Like:

Blacklist the A bit of gray in Whitelist the gone bad :
bad stuff the middle good stuff Stolen credentials

Insider threat
What the World |s Really Like:

Hostile content Everything needs to be continuously
assessed and for security
decisions adapt accordingly

Zero days
Targeted attacks
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CARTA

Continuous Adaptive Risk
and Trust Assessment Model

........................ Gartner



CARTA Is the Engine that Powers the Gartner
Adaptive Security Architecture

Policy

Adjust Implement
posture posture

Continuous
Risk/Trust
Assessment

Adjust posture

Monitor posture
Users B

Systems

Remediate System activity Detect incidents

Payload

Design/Model policy change Network

Confirm and prioritize risk

Investigate incidents/
Retrospective analysis

Respond Detect

Contain incidents

Compliance
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The Automation Continuum

Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
Excel Macros Robotic Prgcess .Lov-v Code Integration Al-enabled
Automation pplication Platform Platform Autonomous Response
Descriptive Dashboards and Predictive Prescriptive Al-enabled
metrics static visualization Analytics Analytics Augmented Analytics
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The Automation Continuum

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
Excel Macros Robotic Process Low Code Integration Al-enabled

Automation Application Platform Platform Autonomous Response
Descriptive Dashboards and Predictive Prescriptive Al-enabled
metrics static visualization Analytics Analytics Augmented Analytics
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Information Security, a CARTA Approach

Translating a Functionally Siloed Organization in to a Risk Centered - Adaptive Process

Threat Management

Strategy

Testing & Threat Management /
Security Strategy \

Threat Modeling

Develop Adaptive
Plan

Strategy & Intelligence

' PayPal' © 2019 PayPal Inc. Confidential and proprietary.

Risk

Measure &
Prioritize Risk

Security Assurance

InfoSec

Defining
Principles

Enforcement

Quantify
Qutcomes &
Provide Control
Assurance

Uplifting Policy

\ Risk Assessment & Oversight

Compliance /

/ Governance

Governance, Enforcement, & Compliance
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CARTA Requires Shifting Visibility and Monitoring
“Up the Stack”

People (entities)

People (entities), information, processes,
transactions, and applications

Transactions

Applications

and Services The goal of information security has always been to protect information

and IT-enabled process resilience. In the world of cloud-based digital
Workspace business, we must have top-down visibility of our information, identities
and processes.

OS
— Bottom-up visibility:
Network Devices, servers, networks, operating
systems and workspaces
Hardware

Gartner



Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation

Risk / Trust
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Attack Protection
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The Center of the Architecture Is Continuous
Monitoring (Visibility) and Continuous Analytics
(Assessment) Risk-Prioritized Actionable Insight

Model,

Simulate,
Act, Protect

Community :@9 Context

. Knowledge
Continuous Patterns, Meaningful

Visibility and Anomalies Analyze
&

Dependencies, Information
Relationships Collect, Correlate

Big Data

Logs, Events, Costs, Usage, Attacks, Breaches

Assessment




Use analytics, Al, automation,
and orchestration to speed
the time to detect and
respond — and to scale
our limited resources
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The Automation Continuum

Functional Integrated Adaptive
Automation Automation Automation

|
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Identity Management
Automation

........................ Gartner



Identity

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
First-time
Account Generation _
Multi-factor
Authentication
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Adaptive Access
Approach

........................ Gartner



Identity

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
First-time
Account Generation _
Multi-factor
Authentication

Aggregated Session
Authentication
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The Automation Continuum

Ad-Hoc Limited Functional Integrated Adaptive
Automation Automation Automation Automation Automation
_ First-time Multi-factor Aggregated Session
Identity Account Generation Authentication Authentication
Data CASB CSPM

New Service
Development RPA IAST

APls I
SIEM I
SOAR NN
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