
 

 

 
 

 

  

COVID-19 CISA Stakeholder Update – Guidance and Resources 
04/13/2020 

On behalf of the NASCIO CISO Community and DIR OCISO, please see the information below provided by 
the Cybersecurity & Infrastructure Security Agency (CISA) on COVID-19. Full details can be found at 
http://www.cisa.gov/coronavirus. 

There have been several recent releases of guidance and other updates from CISA, they are listed below.  

• The CDC and CISA released this week two important informational products:  
o Interim Guidance for Implementing Safety Practices for Critical Infrastructure Workers Who May 

Have Had Exposure to a Person with Suspected or Confirmed COVID-19 
o Quick Reference of the Do's and Don'ts for employers and employees related to COVID-19 

exposures. 
• The UK and CISA published a Joint Advisory on cybercriminals and advanced persistent threat groups 

are targeting individuals and organizations with a range of ransomware and malware and the 
assessment includes indicators or compromise and guidance on how to decrease the risk of cyber-
attacks. 

• A Frequently Referenced Contact Information section to advertise the various avenues to access 
information including previous recordings of the Tuesday/Thursday CISA ESF 14 Broad Stakeholder 
calls. 

• FEMA has created a Rumor Control page to provide ground truth on rumors and facts. 

As a reminder, CISA is conducting their business and infrastructure partners call concerning the COVID-19 
pandemic every Tuesday and Thursday at 2:00 p.m. central time.  

The call information is listed below: 

Dial-In #: 1-800-593-7177 
Passcode/PIN: 7963614 

Also, CBP and FEMA released a Joint Statement on the Defense Production Act for PPE and the FBI 
released an Article on defending against video-teleconferencing hijacking such as those recently 
experienced on the Zoom platform. 

For additional information of COVID-19 related scams, view the Center for Internet security (CIS) April 
2020 newsletter, What You Need to Know About COVID-19 Scams. 

 
 

http://www.cisa.gov/coronavirus
https://www.cdc.gov/coronavirus/2019-ncov/downloads/critical-workers-implementing-safety-practices.pdf
https://www.cdc.gov/coronavirus/2019-ncov/downloads/Essential-Critical-Workers_Dos-and-Donts.pdf
https://www.us-cert.gov/ncas/alerts/aa20-099a
https://www.cisa.gov/coronavirus
http://www.fema.gov/coronavirus-rumor-control
https://www.cbp.gov/newsroom/speeches-and-statements/cbpfema-joint-statement-defense-production-act-ppe
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-of-teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemic
https://www.cisecurity.org/newsletter/what-you-need-to-know-about-covid-19-scam/


 

 

DIR.TEXAS.GOV 

 
 

   

Assistance/Feedback/Questions? 

Office of the Chief Information Security Officer 
DIRSecurity@dir.texas.gov 
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