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Agenda

• Welcome and Introductions
• Network Security Operations Center COVID-19 Summary
• COVID-19 Cybersecurity Information
• Security Alerts and Communication
• Questions and Answers
• Conclusion
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Network Security 
Operations Center 
COVID-19 Summary
Joe Poole
NSOC Security Operations Center Manager
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Network Security Operations Center – COVID-19 Summary

• Distributed Denial of Service (DDoS) attacks, where attackers attempt to flood the network to 
interrupt services, have increased over the past six weeks. So far, we have been able to mitigate 
these attacks through our DDoS prevention tools, with no decline in services.

• There has been an increase in Covid-19 themed phishing activity. We are blocking those domains as 
we receive that intelligence both from agencies and outside sources. This crisis presents many 
opportunities for phishing supply chain providers to target governments as every government entity is 
trying to procure supplies and services in response to Covid-19.

• Knowing that many governments have opened RDP ports to facilitate teleworking, there has been an 
increase in "BlueKeep" exploit attempts. Be sure patching is up to date if opening ports to meet 
teleworking demands.

• The NSOC doubled their Internet Gateway capacity this past month to meet increasing demand as 
state employees work from home. We see this continuing as some agencies are still adding VPN 
capacity for remote work. NSOC security tools successfully transitioned to the increased bandwidth 
and all traffic is being inspected and handled accordingly.
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Statewide Security Services Manager
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DIR COVID-19 Information
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DIR COVID-19 Information - Telework

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20OCISCO%20Teleworking%20Tips.pdf

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20OCISCO%20Teleworking%20Tips.pdf
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DIR COVID-19 Information – Virtual Collaboration

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collaboration%20Tools%20Security%20Tips.pdf

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collaboration%20Tools%20Security%20Tips.pdf
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DIR COVID-19 Information – Virtual Collaboration
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Security Bulletins 
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DIR COVID-19 Information – Security Bulletins

Bulletin Overview
• Security bulletins are distributed from the 

DIR Security email address. 
DIRSecurity@dir.Texas.gov

• Include actionable or situational information 
and resources for stakeholder community.

• Distributed to over 1400 state and local 
government employees.

• Classified on the Traffic Light Protocol (TLP).

TLP: White

mailto:DIRSecurity@dir.Texas.gov
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DIR COVID-19 Information – Security Bulletins

Bulletin Overview
• COVID-19 related security bulletins 

are also posted on the Cybersecurity 
Hygiene page of the DIR COVID-19 
website.

• Bulletins posted online are approved
for public distribution

• Posted daily as appropriate
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DIR COVID-19 Information – Security Bulletins

Example of Bulletins Distributed
• Announcement and guidance on virtual collaboration tool’s vulnerability to 

disruption
• COVID-19 phishing campaigns
• COVID-19 exploitation by malicious cyber actors
• Remote desktop protocol exploitation attempts
• Potential malicious domain name registration associated with COVID-19
• Malicious information analysis
• Interim CDC guidance for critical infrastructure workers
• Indicators of compromise (IoCs) with a COVID-19 nexus
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DIR COVID-19 Information – Security Bulletins

Traffic Light Protocol (TLP)
• Created to facilitate greater information sharing.
• Indicates when and how information can be shared.
• Four TLP classification categories for information.

TLP:RED Not for disclosure, restricted to participants only.
TLP:AMBER Limited disclosure, restricted to participants’ organizations.
TLP:GREEN Limited disclosure, restricted to the community.
TLP:WHITE Disclosure is not limited.
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DIR COVID-19 Information – Resources
Resource List
• DIR COVID-19 Website

https://dir.texas.gov/View-Resources/Pages/Content.aspx?id=69
• Telework Tips Sheet

https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20OCISCO%20Telewor
king%20Tips.pdf

• Virtual Collaboration Tools Tips Sheet
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collabor
ation%20Tools%20Security%20Tips.pdf

• Webinars & Emergency Board Meetings 
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Tips%20for%20Conducting
%20Open%20Meetings%20Remotely.pdf

• OCISO Security Bulletins
https://dir.texas.gov/View-About-DIR/Information-Security/Pages/Content.aspx?id=157

https://dir.texas.gov/View-Resources/Pages/Content.aspx?id=69
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20OCISCO%20Teleworking%20Tips.pdf
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/DIR%20Virtual%20Collaboration%20Tools%20Security%20Tips.pdf
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Tips%20for%20Conducting%20Open%20Meetings%20Remotely.pdf
https://dir.texas.gov/View-About-DIR/Information-Security/Pages/Content.aspx?id=157
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OCISO Contact Information

• The OCISO operates a 24/7 Security Incident Hotline at (877) 
DIR-CISO or (877) 347-2476.

• Monitored email: DIRSecurity@dir.texas.gov

• Security Mailing List Access Request
http://lists.state.tx.us/mailman/listinfo/security

mailto:DIRSecurity@dir.texas.gov
http://lists.state.tx.us/mailman/listinfo/security
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Thank You

dir.texas.gov 
#DIRisIT

@TexasDIR


	Welcome to the DIR Town Hall: COVID-19 Series, Cybersecurity�4/22/2020 11:00 AM
	DIR Town Hall: COVID-19 Series,�Cybersecurity
	Welcome
	Introduction of Speakers
	Agenda
	Network Security Operations Center COVID-19 Summary
	Network Security Operations Center – COVID-19 Summary
	COVID-19 Cybersecurity Information
	DIR COVID-19 Information
	DIR COVID-19 Information
	DIR COVID-19 Information
	DIR COVID-19 Information - Telework
	DIR COVID-19 Information – Virtual Collaboration
	DIR COVID-19 Information – Virtual Collaboration
	Security Bulletins and Communication
	DIR COVID-19 Information – Security Bulletins
	DIR COVID-19 Information – Security Bulletins
	DIR COVID-19 Information – Security Bulletins
	DIR COVID-19 Information – Security Bulletins
	DIR COVID-19 Information – Resources
	OCISO Contact Information
	Introduction of Speakers
	Thank You

