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RSA Archer Customers

1,500+ GRC deployments

48 of the Fortune 50

92 of the Fortune 100

103 Federal Govt Agencies

36 States, Cities, Counties

Customers in every marketplace:

-Government

-Banking

-Healthcare

-Insurance

-Energy

-Transportation

-Technology

-Retailé

Global Operations

RSA Archer Analyst 

Recognition
A Leader in:

Å Gartner Magic Quadrant for Operational Risk 

Management Solutions (2017)

Å Gartner Magic Quadrant for IT Risk 

Management Solutions (2017)

Å Gartner Magic Quadrant for Business 

Continuity Management Planning Software, 

Worldwide (2017)

Å Gartner Magic Quadrant for IT Vendor Risk 

Management (2017)

Å The Forrester WaveÊ: Governance, Risk, 

And Compliance Platforms (2017)

~$1B revenue

2,700+ employees

1,000+ technology partners

30+ years of cybersecurity expertise

15+ years of risk expertise

Dell Technologies Subsidiary

* bankrate.com

ARCHER
AT A 
GLANCE

Gartner does not endorse any vendor, product or service depicted in its research 

publications and does not advise technology user to select only those vendors 

with the highest ratings or other designation.  Gartner research publications 

consist of the opinions of Gartnerôs research organization and should not be 

construed as statements of fact.  Gartner disclaims all warranties, expressed or 

implied, with respect to this research, including any warranties of merchantability 

or fitness for a particular purpose.
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TODAYôS PUBLIC SECTOR

ÅSecurity and Risk Management are top priorities for state CIOôs

ÅGovernment organizations want to move from a reactive, 

restrictive approach that inhibits modernization and enhanced 

services to one thatôs resilient, adaptable and agile

Å IT modernization initiatives can be costly, challenging, complex 

and introduce risks 
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TODAYôS PUBLIC SECTOR

ÅEver expanding public demand for consistent and innovative 

government services

ÅNew and changing leadership initiatives and priorities 

ÅUncertain funding streams

ÅWorkforce transformation

ÅShortages and retention 

ÅEmerging workforce (millennials) driving for new levels of 

automation and work-life expectations
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TODAYôS PUBLIC SECTOR

Å Increasing public demand for information access

Å Increased use of cloud based services (Legit and Shadow IT)

Å IT becoming increasingly borderless - perimeter disappearing

ÅAccelerated adoption and expanded use of mobile, IOT and 

other technologies being used to support government business 

operations and public services
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TODAYôS PUBLIC SECTOR

Å Replacing legacy and outdated unsecure applications

Å Consolidated and centralization initiatives

Å Information silosôsstill exist which hinder data sharing and increase 

security risks

Å Increased reliance on 3rd parties as an extension of daily business 

operations

Å Cyber Insurance and Quantitative Risk Management
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TODAYôS PUBLIC SECTOR

NATION 

STATE 

ACTORS

Nation-states

NON-STATE 

ACTORS

Cyber-terrorists / 

Hacktivists
Insiders

CRIMINALS

Organized crimePetty criminals
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TODAYôS PUBLIC SECTOR

ÅIn 2017 public sector organizations became the #1 target 

for ransomware attacks
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VERIZON 2017 DATA BREACH SURVEY

ÅPublic sector organizations had the 3rd most targeted data 

breach victims

Å21,000+ breaches were reported among 92 public sector 

organizations surveyed ï239 were confirmed as DBôs

Å41% contained stolen data with personal information

ÅMore than 90% were affiliated with foreign governments



10

THE RISK CHALLENGE
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RISK MANAGEMENT IS FALLING BEHIND

New risks

Challenge the 

enterprise

77%

Risk 

management

is falling behind

65%

Agility

is becoming 

increasingly

important

83%

From Gartnerôs report ñThe 2015  CEO and Senior Executive Survey: óCommitting to Digitalô, April 2015, Foundational 

September 2016 (Graphic created by RSA based on Figure 13. CEOsô Level of Agreement on Risk-Related Issues)
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Risks lurk underneath the surface causing cracks in your operation

RISKS APPEAR ACROSS THE ENTERPRISE

Environmental 
damage Information Security 

breaches

Supply Chain Interruption

Internal and external 
fraud

Product liability claims

Business 
interruption

Unknown, 
unidentified risks

Regulatory 
violations, fines and 

sanctions

Opportunities 
Missed

Poor internal controls 
& governance

Litigation

Competition

3rd party non-
performance, 
error or fraud

Inefficient processes & 
technologies

Human errors

Employee Health & 
Welfare
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Risk 

Complexity 
increasing

Velocity 
of risk 

increasing 

Magnitude 
of risk 

increasing
MANAGING RISK 

IS  BOTH A

BUSINESS
AND A 

TECHNOLOGY
CHALLENGE
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RISK GAP OF GRIEF

Technology risk

The Technology perspectiveé The Businessperspectiveé

Business risk

ÅWhat is the important data?

ÅWhere is the important data?

ÅWhat are the most critical applications?

ÅHow important is this part of the infrastructure?

ÅWhat does this security event impact?

ÅWhere are we vulnerable?

ÅWho are the  3rd parties the business rely on?

ÅWhat happens if IT services are disrupted?

ÅWhat part of the business strategy is

the most critical?

ÅWhere are our biggest risk areas?

ÅWhat is our risk appetite and tolerance?

ÅWhat are our regulatory obligations?

ÅWhat are the most valuable pieces 

of our business? 

ÅHow bad could it be?

ÅAre we effectively managing our risks to 

achieve our objectives?
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GAP LEAD TO RISKôS IN ONGOING OPERATIONS

Unresolved 
findings and  

issues

Inaccurate 
insights & 

misinformation

High costs 
& 

organizational 
inefficiency

Holes 
& security 

gaps

Disconnected 
data & lack of 

context

Poor business 
decisions
& missed 

opportunities
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DIGITAL RISK 
MANAGEMENT (DRM)


