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TODAYOS PUBLI C SECTOR

ASecurity and Risk Management a

A Government organizations want to move from a reactive,
restrictive approach that inhibits modernization and enhanced

services to one thatos resil i1 e

A IT modernization initiatives can be costly, challenging, complex

and introduce risks
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TODAYOS PUBLI C SECTOR

A Ever expanding public demand for consistent and innovative

government services
A New and changing leadership initiatives and priorities
A Uncertain funding streams

A Workforce transformation
A Shortages and retention

A Emerging workforce (millennials) driving for new levels of

| automation and work-life expectations RSA



TODAYOS PUBLI C SECTOR

A Increasing public demand for information access
A Increased use of cloud based services (Legit and Shadow IT)
A 1T becoming increasingly borderless - perimeter disappearing

A Accelerated adoption and expanded use of mobile, IOT and
other technologies being used to support government business

operations and public services
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TODAYOS PUBLI C SECTOR

A Replacing legacy and outdated unsecure applications
A Consolidated and centralization initiatives

A Informations i | still &ist which hinder data sharing and increase

security risks

A Increased reliance on 3" parties as an extension of daily business

operations

A Cyber Insurance and Quantitative Risk Management
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TODAYOS PUBLI C SECTOR

Nation-states
NATION
STATE
ACTORS

| Petty criminals
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TODAYOS PUBLI C SECTOR

A In 2017 public sector organizations became the #1 target

for ransomware attacks

PRIVACY AND SECURITY

The City of Atlanta Is Still Locked Out of Files Over a
Week After SamSam Ransomware Attack




VERIZON 2017 DATA BREACH SURVEY

A Public sector organizations had the 3rd most targeted data

breach victims

A 21,000+ breaches were reported among 92 public sector

organizations surveyed1 239 wer e conf il r me
A 41% contained stolen data with personal information

A More than 90% were affiliated with foreign governments
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THE RISK CHALLENGE
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RISK MANAGEMENT IS FALLING BEHIND

New risks Risk Aqility
Challenge the management IS becoming
enterprise Is falling behind Increasingly
Important
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RISKS APPEAR ACROSS THE ENTERPRISE

Risks lurk underneath the surface causing cracks in your operation

Opportunities
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Magnitude Velocity Risk

MANAGING RISK of risk of risk Complexity

IS BOTH A Increasing Increasing Increasing
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RISK GAP OF GRIEF

The Technologyper specti vee

) 4

Technology risk

A What is the important data?

A Where is the important data?

A What are the most critical applications?

A How important is this part of the infrastructure?
A What does this security event impact?

A Where are we vulnerable?

A Who are the 3 parties the business rely on?
A What happens if IT services are disrupted?
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The Businessper specti ve

) 4

Business risk

A What part of the business strategy is
the most critical?

A Where are our biggest risk areas?

A What is our risk appetite and tolerance?

A What are our regulatory obligations?

A What are the most valuable pieces
of our business?

A How bad could it be?

A Are we effectively managing our risks to
achieve our objectives?
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SK0oOS I N ONGOI

LEAD TO RI

GAP

Poor business

High costs
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inefficiency context gap & missed
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