
Security and Project Management



Legislative stuff

• 85th: New Web Apps need testing prior to deployment
• 85th: Biannual testing plans (submitted by security, but you should know)
• 86th: Ease of use of mobile access is now a consideration (not security, but inclusion of mobile means 

a shifting security model)
• Reports have changed dates: moved from October to June (Security will be coordinating earlier)
• Open Data Portal: Free resource that might meet your secure big data needs



More Legislative Stuff (all 86th)

• Security Training: you will have to take some (HB 3834)
• ERS, TRS, and Public Junior Colleges shall comply with cybersecurity and information security 

standards of TGC 2054
• Next generation technologies are now required to be considered
• A person who discloses a vulnerability, now protected from liability



Do you know your security team?

• Go meet your team
• Bring them in early
• Bringing security in late is very risky and can drive significant variance
• COMMUNICATE!!!!



Cloud Changes everything

• The mandates for Cloud portable and cloud native mean that security considerations have changed!

• The most common forms of breach are email and misconfigured systems
• Cloud configurations are not the same as what we are used to



Daily life: To encrypt or not to encrypt

• Secure communications
• What: IP Addresses, Systems Names, Diagrams, Data Flows, etc.
• Who: Inter Agency and other 3rd parties (including DIR)
• How: $$ in the subject line



OCISO (Office of the Chief Information Security 
Officer)

• DIRSecurity@dir.Texas.gov

Governance Risk and Compliance: Matthew Kelly
Statewide Security Services: Suzi Hilliard
Resilience and Incident Response: Jeffrey Rogers
DCS ISO: Daniel Hankins
Policy and Rules: Andy Bennett
andy.bennett@dir.Texas.gov
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