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[bookmark: _Toc511895398]Introduction
[bookmark: _Toc368059001][bookmark: BillNumber2]Background
S.B. 1, 85(R), Article IX, Sec. 9.10 entitled Prioritization of Cybersecurity and Legacy System Projects (PCLS) states that the Department of Information Resources (DIR) shall submit a prioritization of state agencies' cybersecurity projects and projects to modernize or replace legacy systems, as defined in the October 2014 Legacy Systems Study, to be considered for funding to the Legislative Budget Board (LBB) by October 1, 2018. Agencies shall coordinate and cooperate with the department for implementation of this provision.
DIR has developed instructions for completing the PCLS Project Questionnaires that will be used to develop the prioritized list of projects. This document provides general instructions for completing the assessments. A web-based collection tool (SPECTRIM portal) is the mechanism agencies will use to submit their PCLS Project Questionnaire responses. DIR will use the data collected through the SPECTRIM portal to produce a report on project prioritization to the LBB; therefore, only assessments submitted through the SPECTRIM portal will be considered for prioritization.
[bookmark: _Toc368059002]Purpose
The PCLS Project Questionnaire provides agencies with the ability to demonstrate the risks and impact if these cybersecurity and legacy projects are not addressed.  DIR will use these responses to determine the project prioritization that will be sent to the LBB in October 2018.  
Organization
The 2018 PCLS questionnaire is organized as follows:
· Part 1: Legislative Appropriation Request General Information asks general information about the project, the agency’s legislative appropriation request, and personnel submitting the information.
· Part 2: Business Process and Application Information asks the agency to link the specific associated business applications and processes that would be impacted by the request.
· Part 3: Cybersecurity Issues and Controls asks the agency for a description of cybersecurity threats, vulnerabilities, controls, procedures, and other safeguards that are currently in place.
· Part 4: Legacy Issues gathers information concerning the legacy requests, including items being refreshed, business value of impacted systems, and return on investment.
· Part 5: Risk Identification asks agencies to identify all areas that may be affected by the cybersecurity or legacy system projects.
· Part 6: Probability Determination gathers information to determine probability of a failure in the event the project is not funded.
· Part 7: Impact Ranking Determination gathers information to determine impact in the event the project is not funded.
[bookmark: _Toc431802044][bookmark: _Toc431823888]Note that certain parts of the questionnaire are only displayed based on whether the project is Cybersecurity related (parts 3, 5, 6, and 7) and/or Legacy Modernization related (part 4).

[bookmark: _Toc511895399]General Instructions
Sensitive Information
Section 552.139, Texas Government Code, provides an exception to the Texas Public Information Act regarding the confidentiality of information related to security or infrastructure issues for computers.  Information that relates to computer network security, design, operation, or defense of a computer network, may be treated as confidential.  DIR will comply with the Texas Public Information Act and all applicable statutes in protecting state computing systems.  DIR will produce two PCLS Prioritization Reports – a non-sensitive public version, and a confidential version for the appropriate state leadership audience.  
[bookmark: _Toc368059008]Collection Tool	
[bookmark: _Hlk511891276][image: screenshot of SPECTRIM portal login ]To access the SPECTRIM portal navigate to the following URL and enter your appropriate credentials. It is recommended to use Internet Explorer to best support the functionality of the collection tool.  Each Information Resources Manager’s credentials will be reactivated before deployment of the collection tool.  If the IRM does not log in to the portal within 24 hours of a password reset or reactivation, the account will become inactive.  If your account has become inactive, or you need a password reset, please email grc@dir.texas.gov.
· URL:  https://grc.archer.rsa.com/Default.aspx
· User Name: your agency email address
· Instance number: 20224
Only one user will be able to edit a record at a time.  All data entered is saved in a central database and may be viewed and updated in future sessions during the reporting period. IRMs may find it easier to obtain staff input by distributing this instructions document and entering responses through their account, rather than granting delegation rights to many users. 
[bookmark: _Toc368059009]Submission
No signature or hardcopy submission is required. Each IRM is responsible for coordinating the PCLS development and approval process within the agency using established agency practices.
If an item contains an asterisk, a response is required. In some cases, an appropriate response to a question may be “None” or “Not applicable.” 
PCLS projects must be entered in the SPECTRIM system. All Cybersecurity and Legacy Modernization System funding requests considered for this LAR period must be entered prior to the agency LAR due date. The PCLS Tracking Key generated by SPECTRIM for the PCLS project must be submitted in context with the Agency’s LAR related funding requests.
The Legislative Appropriations Request (LAR) instructions for the 86th Legislative Session will require agencies with projects that are identified for the Department of Information Resources’ (DIR) Prioritization of Cybersecurity and Legacy Systems Project or PCLS report to identify the PCLS Tracking Key in 4.A. Exceptional Item Request Schedule and 5.B. Capital Budget Project Information.

The inclusion of the PCLS Tracking Key will help LBB staff and others to more easily tie agency requests with projects in the PCLS report.
[bookmark: _Toc368059011]Support
DIR staff is committed to providing support to agencies during the PCLS submission period. DIR staff will strive to answer all inquiries within two business days. IRMs are encouraged to submit inquiries whenever they do not understand a question or are uncertain how to respond to it. 
· For general inquiries about PCLS content (e.g. question clarification, process questions) please email pcls@dir.texas.gov.
· For support with the SPECTRIM portal (e.g. password resets, obtaining credentials) email grc@dir.texas.gov.  
[bookmark: _Toc368059012]Additional Information
[bookmark: _Toc368059013]DIR may post information and reminders about the PCLS on the tx-irm mailing list.


[bookmark: _Toc511895400]Submitting a PCLS Project
Review the following steps to create a PCLS Project in SPECTRIM
1) Select the link “Cybersecurity/Legacy LAR Prioritization - New Record” in the “PCLS Quick Links” section on this dashboard view.
2) On the “Add New Record” screen, click the ellipses […] next to the blank field “Target: Organization”. 
3) Select the radio button of your organization’s three (3) digit component code from the “Record Lookup” list. 
4) Click the “OK” button. 
5) You will be returned to the “Add New Record” screen with your organization component code populated in the “Target: Organization” field. 
6) Click the “Apply” button. 
7) You will be provided with a form to populate the new PCLS project entry. You must specify a new LAR item name in the field “1.01 Name” in order to save the project. Save frequently while filling out the form. 
Complete the new PCLS project entry using the following instructions
1) Answer questions. Select the appropriate answer to each question. Question specific help text may be available via the help icon. If your answer dictates an explanation, a required text box will become available for you to add further information. Please note that all questions must be answered before submitting the PCLS Project, unless they are identified as "(Optional)”. 
[bookmark: _GoBack]2) Add Comments. You may add question specific comments or attach supporting evidence for your answers by clicking on the yellow sticky note icon next to each question. Once you have saved the comment, the icon will change to a darker color yellow to show that a comment has been added. 
3) Change the Status. You may keep the PCLS Project in the "In Process" action state until you are ready for finalization. When you have completed the PCLS Project on the new PCLS LAR item, change the PCLS Agency Action to "Finalize". The system will flag all the required items with an *. Once you save after setting the “PCLS Agency Action” to “Finalize”, the system will popup a message indicating any missed, required fields. Complete all required fields and save again. This will route the PCLS Project to the proper reviewer, if any. If you finalize and leave a required field blank, the system will flag those with an *. Please populate the fields, set the PCLS Agency Action to “Finalize” and then “Save” and close record. 
4) Save/Exit the PCLS Project. The top-left “Save” button allows you to save your work and remain in the PCLS Project. Click the top right “X” circle icon to close the record (this does not perform a “Save”). For sections with “inline edits”, you will be prompted with “This record has pending related record changes [Save Changes]”. 

[bookmark: _Toc431802045][bookmark: _Toc431823889][bookmark: _Toc511895401]Part 1 - Legislative Appropriation Request General Information
  
1.01 	Name:  Please provide the LAR Item Name.
<Enter text response>

1.01a	Description:  Please provide a description of the project.
<Enter text response>

1.02 	Type:  What type of project is this? (Check all that apply)
□ Cybersecurity
□ Legacy Modernization

1.03	Dollars Requested:  Total Project IT Dollars requested for the biennium (enter a number) 
$___________

1.04 	Matching Funds:  Is this project subject to time-sensitive federal or other matching funds?
· Yes
· No

1.04a	Matching Expiration:  When do the matching funds expire?
<Enter a date>

1.05	Existing Project:  Is this request part of an existing project?
· Yes
· No

1.05a.1	Prior PCLS/LAR Request(s):  Please Link to an existing PCLS LAR Request(s), if found.
<Use lookup and select one or more>

1.05a.2	Existing Project Name:  If project(s) not found, please provide the name of the existing project(s).  
< Enter text response >

1.05b	Existing Project Funding:  What aspects of the existing project(s) have been funded already and for what amount? 
<Enter text response>

1.06	Distinct Project Funding Is this project directly associated with other distinct project funding request(s) sponsored by your agency or another for this legislative session? 
· Yes
· No

1.06a	Distinct Project Name:  List the names of those projects:
<Enter text response>

1.07	THIS QUESTION IS INTENTIONALLY BLANK

1.08	Multiple Sessions:  Can the project be broken down across different legislative sessions?
· Yes
· No

1.09	Impact if Not Funded:  If this project is not completed in the next biennium, what will be the impact?
<Enter text response>

1.10	Previous Denial:  Has this project been previously denied?
· Yes
· No

1.10a	Denial Summary:  Please provide a short summary with the corresponding session(s).
	<Enter text response>

1.11	Is this an exceptional item request?
· Yes
· No
[bookmark: _Toc511895402]Part 2 - Business Process and Application Information

2.01	Related business application* names as identified in the Legacy Systems Study or as entered in your risk assessment process:
<lookup – select one or more>

*Business Applications were identified during the FY18 IRDR. A Business Application name is the high-level label used by an agency business and IT organization to easily identify a group of functions provided by one or more systems to accomplish the specific business needs of the agency.  A Business Application is typically a combination of integrated hardware and software (including data and applications), internally developed custom systems, commercial off the shelf (COTS) applications, and/or customized third-party systems.

2.02 	Other Related Areas:  Describe the product, information system(s)* and business processes affected by this issue:
<Enter text response>

*Information systems include interconnected set of information resources under the same direct management control that shares common functionality. An Information System normally includes, but is not limited to, hardware, software, network Infrastructure, information, applications, communications and people.

[bookmark: _Toc511895403]Part 3 - Cybersecurity Issues and Controls

3.01	Cybersecurity Issues:  Provide a brief description of the issue, including threats (sources or causes of disruption) and vulnerabilities (weaknesses in systems or services) associated with this risk. 
< Enter text response >

3.02	Cybersecurity Controls:  Identify current safeguards, controls, or procedures that mitigate (lessen) the risks associated with this project not being funded. 
[bookmark: _Toc369173036][bookmark: _Toc431802060][bookmark: _Toc431823904]< Enter text response>
[bookmark: _Toc511895404]Part 4 - Legacy Issues
4.01	Modernization:  Describe the benefits from modernization, with metrics to be used by the agency for tracking Return on Investments (ROI). 
< Enter text response>

4.02	Cost (enter a number): 	
$_______

4.03	Benefit (enter a number): 	
$_______

4.04	Methodology:  Provide an explanation of the methodology used to identify the benefit and cost values, i.e. quantify the benefit (refer to similar QAT requirements as identified in the Project Delivery Framework Business Case Workbook). 
< Enter text response>

4.05	Servers:  Select the number of servers being refreshed:
· 0-5
· 6-10
· 11-20
· 21-40
· More than 40

4.06	Software:  Select the number of software components being refreshed:
· 0-20
· 21-100
· 101-500
· 501-1,000
· More than 1,000

4.07	Upgrade Costs:  Identify the estimated cost to upgrade associated software instances that are out of support and at risk from a security perspective (enter a number):
$__________

4.08 	System Attributes:  Please identify the attributes of the system(s). Select all that apply to the project. 
□ An internal application for agency use
□ Business-to-business
□ Citizen-facing and impacting those constituents

[bookmark: _Toc511895405]Part 5 – Risk Identification
5.01	Risk Areas:  Identify all areas of risk affected by this issue (check all that apply):
□ Privacy and/or Confidentiality
□ Network and Communications Security
□ Access Control
□ Incident or Breach Response
□ Application Security
□ Change Control
□ Physical or Environmental Security
□ Compliance with Laws & Regulations
□ Business Continuity & Disaster Recovery
□ Human Resources
□ Policies, Standards, Procedures and/or Awareness
□ Other:  <Enter text response> 

[bookmark: _Toc511895406]Part 6 – Probability Determination

Risk can be determined by identifying the Probability and Impact of the associated threats and the vulnerabilities. The Probability is the likelihood or frequency that harm will come to the agency or the state as a result of this weakness or exposure. This can be determined by understanding how easily this weakness can be exploited, what incentive someone might have to gain access or cause damage to the agency or state’s information assets, and the safeguards currently in place to protect the assets. A threat source could be human (e.g., hacker, current or former employee, competitor), natural (e.g., tornado, flood), or environmental (e.g., fire, electrical outage). Probability is ranked on a scale of 1 (rare) to 5 (almost certain). Instructions: Use the following questions to help determine the probability of this issue occurring. Check one response for each question. Use the text area below to elaborate on any issues that may affect the probability.

6.01	How easy is it to take advantage of the weakness(es) being addressed by the project? (e.g. does it require extensive knowledge? Can it be triggered accidentally, or only intentionally?) 
· Difficult
· Somewhat difficult
· Easy
· N/A

[bookmark: _Hlk511893706]6.02	What incentive is there for someone* to access to disrupt the information asset(s) in question (e.g. monetary gain, destruction, or curiosity)? 
· Low incentive
· Moderate incentive
· High incentive
· N/A

*”Someone” may refer to a disgruntled associated, former associate, contingent worker, member, hacker, competitor or others


[bookmark: _Hlk511893676]6.03	How frequently is something or someone likely to take advantage of the weakness(es) to access to disrupt the information assets?
· Rarely
· Occasionally 
· Often
· N/A

6.04	How effective are existing safeguards or procedures (as noted in question 3.02) in deterring someone from accessing or disrupting the information asset(s)? 
· Very effective 
· Somewhat effective
· Not effective
· [bookmark: _Toc369173037]N/A

6.05	Is this weakness exposed to internal and/or external threats?
· External only
· Internal only
· Internal and external
· N/A

[bookmark: _Hlk511894082]6.06	Enter any additional information or comments you have about Part 6 – Probability Determination.
< Enter text response >
[bookmark: _Toc511895407][bookmark: _Hlk511894387]Part 7 – Impact Determination Rating
The Impact can be determined based on the costs to the agency or the state, both tangible (e.g. human safety or monetary losses) and intangible (e.g. damage to reputation, brand name, or trust). The following questions will help determine the impact on a scale of 1 (negligible) to 5 (material). Use the following questions to help determine the probability of a security issue affecting this system.  Check one response for each question.  Use the text area below to elaborate on any issues that may affect the probability. 

7.01	Could this issue result in bodily harm or death?
· Not likely
· Possibly
· Very likely
· N/A

7.02	Could this issue impact information assets or systems that are critical to the State or Agency’s mission?
· Not likely
· Possibly
· Very likely
· N/A

7.03	Could this issue affect sensitive information or the systems that process or contain such information (e.g. Protected Health Information (PHI) or sensitive personal information)?
· Not likely
· Possibly
· Very likely
· N/A

7.04	Could this issue result in the loss of information or system damage that could harm the State or Agency’s reputation if it were disclosed or disrupted?
· Not likely
· Possibly
· Very likely
· N/A

7.05	Could this issue cause a significant disruption to important business operations?
· Not likely
· Possibly
· Very likely
· N/A

7.06	Could this issue have monetary costs to the State or the Agency, directly or indirectly (e.g. loss of business or harm to reputation)?
· Not likely
· Possibly
· Very likely
· N/A

7.07	Could this issue result in the violation of state, federal, or regulatory requirements?
· Not likely
· Possibly
· Very likely
· N/A

7.08	How effectively do existing safeguards or procedures (as noted in question 3.02) decrease the impact on agency or state resources?
· Very effectively
· Somewhat effectively
· Not effectively
· N/A

[bookmark: _Hlk511894419]7.09	Please provide additional information and elaborate on any of the questions in Part 7 – Impact Determination Rating that explain the impact this risk might have on the agency or state.
< Enter text response>

If you have any questions about the content of this document, please email PCLS@dir.texas.gov . 

[bookmark: _Toc369173049][bookmark: _Toc431802076][bookmark: _Toc431823920][bookmark: _Toc511895408]Glossary

Automated Information Systems. Computers and devices on which an information system is automated, a service related to automating information systems, including computer software or hardware, or a telecommunications apparatus or device that serves as a component of voice, data, or video communications network for transmitting switching, routing, multiplexing, modulating, amplifying, or receiving signals on the network and other telecommunications related services. (Source: Government Code 2157.001)
Business Application. A Business Application name is the high-level label used by an agency business and IT organization to easily identify a group of functions provided by one or more systems to accomplish the specific business needs of the agency.  A Business Application is typically a combination of integrated hardware and software (including data and applications), internally developed custom systems, commercial off the shelf (COTS) applications, and/or customized third-party systems.

Legacy system. "Legacy system" means a computer system or application program that is operated with obsolete or inefficient hardware or software technology.
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