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Presentation Notes
This slide deck is provided as a template, modify as you see fit, to include both the slide format, content and examples provided.  


YOUR SPEAKER SECURITY

AWARENESS
S

® Director, SANS Security Awareness

® 20 year in Cybersecurity

® Prior life, tank officer



Presenter
Presentation Notes
Take a moment to introduce yourself and your security / security awareness team.  Replace the information you see here with your own information.


Why Should | Secure My Home

AWARENESS

® Bad guys are just as actively
targeting you at home as at work.

® However, unlike work you do not
have a security team helping secure
you, you are it.

® Many of the lessons learned
securing work apply to your home.



Presenter
Presentation Notes
Always start with WHY,why should they listen to you or care about the presentation.  Focus on how bad guys are just as active targeting home or personal accounts, often because they are so poorly secured.


Start With Your Network SECURITY

AWARENESS

S
® Your Wi-Fi Access Point (WAP) is what your

devices wireless

® Start there by c

o Change default password for admin
account so only you can admin it.

o Change default Network name (SSID)
o Enable security features

o Use a strong
access

y connect to.

nanging default settings.

passphrase for people to


Presenter
Presentation Notes
If possible, do a live demo pulling up the configuration page of a Wi-Fi Access Point and walk them through the configuration options.  You will most likely have to explain what a WAP is and how it works.  Remember, some people will not have a separate WiFi Access Point, instead it will be part of their router.  Also remind people that while this looks like a lot of work, they only have to do it once.


Secure Your Devices SECURITY
AWARENESS

® Unique passphrase for each
system

® Fnable automatic updating (if

need to buy a more modern
version).

® Enable any security features
(such as anti-virus on
computers) if any option.
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Presentation Notes
You only need to take a few basic steps to secure all the devices on your network.  Several years ago this was simple as you most likely only had several devices.  Now adays just about anything can connect to your WiFi network (ligh bulbs, gaming consoles, refrigerators and perhaps even your car).


Secure Your Accounts w
AWARENESS

® Secure your online accounts with a
unigue, strong passphrase

® Can’t remember all your passphrases?
Neither can we, consider a password
manager

® \Whenever possible, enable two-factor
authentication for your online accounts,
especially key accounts such as email,
banking and retirement.


Presenter
Presentation Notes
May want to reference materials from the Password Planning Kit for this section.  May want to walk people through how to use a password manager, especially if you use one at work.  Password Managers are a very powerful way to simplify passwords for everyone.


Social Engineering Attacks
o

® Just like at work, cyber attackers will attempt
to trick you into taking an action you should
not take.

® Be alert for messages or phone calls that
create a tremendous sense of urgency, such as
threats to turn off your accounts, fine you or
send you to jail.

® You, and not technology, are your best
defense.
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Presentation Notes
Show some common phishing email attacks or walk people through phone call attacks such as the infamous Microsoft Tech Support or IRS calls.  For more materials on this refer to the Social Engineering Planning Kit.


Automated Backups AWARENESS
B TS

® Fven with all the steps you take, you can still get hacked.
Backups are your last resort, not only protect you from
hackers but fires, floods and other natural disasters.

® Automate your backups

® At a minimum backup family photos, videos and
important documents, may just want to backup everything

o Cloud backups
o Local backups
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Presentation Notes
People need to understand that no matter how safe they are, they may have an accident (just like driving a car).  They need to backup their data, and the only way to do that reliably is automate it.  Two options to backup are locally to a hard drive or to the Cloud as a service.  Based on our experience, we recommend Cloud for personal use.  It tends to be simpler (just install software and fully automated), more convienient as you can access your backups from any system and can recover from disasters, such as fires.  Also potentially more resilient to malware infections such as ransomware, as the Cloud backups may not be infected.


Have Kids? Dedicated Computer SECURITY
AWARENESS

® Have Kids? They are curious and exploring, may
accidently infect your computer. Ensure they do not use
any work related devices

® Have a computer or devices dedicated just for them, let
them rebuild it every six months.

® Ensures anything sensitive you do online (banking, taxes,
shopping, etc) is not compromised due to their actions.



LEARN MORE

AWARENESS
S

® Your Internet Service Provider (ISP)
®sans.org/security-awareness/ouch-newsletter


Presenter
Presentation Notes
Provide resources on where people can learn more about this topic, to include the monthly OUCH! Newsletter and any internal policies or resources you may have.
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