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Thank you to our host:



Who am I?
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Security and Compliance Challenges

93% of cyber 
attacks 
target user 
identity 

50% of business cloud 
adoption is led by 
Shadow IT

63%
of businesses are 
understaffed in security 
expertise $4M

average cost of a successful 
security breach51% can’t find 

and keep 
the needed 
skillsets

62% of cloud adopters nervous 
about cloud security80%

of security incidents 
occur from within

$7B global damage 
caused by 
ransomware
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Imagine if…       Our Collective Why 

Employees could 
work securely from 
anywhere, anytime

Mobile devices could 
be more secure

Phishing success 
could be reduced to 

nearly zero

Employee couldn’t forward 
secure documents

You could detect users logging 
in from improbable locations

Sensitive data could be 
automatically encrypted 

Cloud could be more secure 
than anything on-prem

You could be notified if SSN 
is posted in a document

Users could classify sensitive 
emails or documents

Compliance gaps between IT and 
Audit could be eliminated



Let’s Face It - Microsoft 365 is Complex



Microsoft’s Security Focus
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• Not at all. 

• Microsoft has created some great security tools 
and features that you already own.

• Knowing where these are, how to use them,  how 
they impact your security posture

• Tools and threat-landscape is always advancing –
hard to keep up.  That’s my point.

Hey, is this a sales pitch?
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Login Protection – Priv-users or All users



Conditional Access

Unknown or
Non-Compliant

AD Joined or 
Intune 

Compliant



Secured Emails (Content, Classification, Automated)

Classify to 
your Policy  

Tooltips warn 
user on content

Action based on 
content/class  

Automatically 
detect sensitive 
info
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Azure Information Protection – Secured Documents
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SIEM solutions aggregate events 
and alerts from numerous 
solutions to correlate intelligence. 
The consolidated view streamlines 
threat hunting as well as allows for 
automated remediations, or 
assisted investigations.

SOAR solutions are a stack of 
compatible software programs that 
allow an organization to collect 
data about security threats from 
multiple sources and respond to 
low-level security events without 
human assistance.

What is Azure Sentinel and Why You Need It

Sentinel is Microsoft’s Security Information and Event Management 
(SIEM) and Security Orchestration, Automation and Response (SOAR)
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Azure Sentinel
SIEM and SOAR

Security Information and Event Management
• Advanced alerting
• Threat hunting
• Threat queries

Security Operations and Automated Remediation
• Hunted threats – leads to automation 

remediation. 
• Reduce recurring threats, build automated 

remediations.
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Where is 
SecureScore?

• Administrators can access protection.office.com as:
• Global Administrator,

• Security Administrator, or

• Security Reader

• Once logged in, your SecureScore summary is available for 
you in the center-right of the Home/Dashboard.



How it’s calculated

• Your Score is calculated based on the 
controls you can configure versus 
what you have configured

• Total Score is 305 out of 807



The Numerator

• The numerator (framed in 
the green box) is the sum 
of the security controls that 
you fully or partially meet

• Already you see a useful 
reporting metric. You have 
increased your score by 
total 49 points over past 
30 days (framed in blue
box)



The Denominator

• The denominator (framed 
in the green box) 
represents the number of 
points you can earn given 
the set of features you 
have available



Improvement Actions

• View settings – shows you 
what/who’s impacted, and 
advice for user impact.

• Resolved thru 3rd party –
helpful if you use RSA for 
MFA.

• Ignore – your business makes 
the decision that the 
Improvement Action item is 
not suitable for your 
environment. 



View Historic Improvements by area: Apps, Data, Device & Identity

This illustrates gained improvements (or lapses) over time by category area. If you want 
to focus your efforts on Data, you can. 



Historic Trends – Useful Info

• History – changes view to illustrate 
graph and Improvement Actions 
performed (with gained points). Partial 
points are sometimes given…

• Choose the period you are looking for 
(back to 90 days). 

• Choose view perspective (Total Score, or 
by App, Data, Device, Identity).



Setting your Goal – Catapult’s Recommended Best-Practice 

• Regulated Records = 550+
• FERPA, CUI, CJIS, HIPAA, PCI

• Sensitive Records = 450+
• PII, Bank Accounts, Tax Information

• Non-Sensitive Records (General Best-Practice) = 350+ 
• Non-sensitive information, Internal-Only

Practicable Best-Practice 



Secure Score May 2018 through Aug 2018
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• Use existing security 
service to increase score 
to 230+ by January 2019

• Implement moderate 
impact controls based on 
best practices and user 
adoption

Helps to Quickly Validate your Roadmap Impact (example)

1. Assign EM+S E5 License to Admins & Sensitive Users
2. Implement MFA for all Global Admins, utilize lower permissions 

where possible
3. Deploy Privileged Identity Management & Cloud App Discovery
4. End-user data handling training for email content 
5. DLP/Encryption and user notification tool-tips for sensitive data 
6. Conditional Access policy enforcement to prevent anomalous 

access, impossible travel, reduce MFA prompts on trusted scenarios
7. User password testing (Attack Simulator)
8. Disable legacy authorization and unapproved Oauth Trusts by users



SecureScore Nov 2018 through Jan 2019
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• Provides an objective target based on your identities, the types of data you hold, and tools 
you have enabled.
• Remember the Spyglass recommended target scores.

• Compares metrics for industries like yours – be careful – the laggards are pulling down the 
industry averages. That’s why we built the Spyglass Report Card.
• Don’t get a false sense of security when comparing your score against the laggards.

• Do the low-hanging fruit first. 
• Most are easy to achieve, provides sound advice, and has a direct impact on reducing attack 

surface.
• You can simplify your communications of important stuff to your Executives as well as non-

technical personnel. 
• We have increased our score from 126 to over 230 in the last 6 months. 
• We did these “things” to reduce our risk and exposure.
• Compared to environments our size, we are doing well but here’s where we need to focus.

SecureScore Summary



Q & A

Ed Higgins, cissp, cism, cgeit
Security and Compliance Solutions
Catapult Systems 
Ed.Higgins@catapultsystems.com
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