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Abstract

SDN is an exciting new approach to network IT Service
Management. You may have questions about SDN,
Controllers, APls, Overlays, and OpenFlow. You may also be
wondering what products and services are SDN-enabled and
how you can solve your unique business challenges and
enhance your differentiated services by leveraging network
programmability.

In this introductory session we will cover the genesis of SDN,
what it is, what it is not. SDN-enabled solutions will be
explained enabling you to consider your own
implementations. Since SDN extends network flexibility and
functionality which impacts Network Engineering and
Operations teams, we'll also cover the IT Service
Management impact.

Network engineers, network operation staff, IT Service
Managers, IT personnel managers, and application/ compute
SMEs will benefit from this session.




What is Software-Defined Networking (SDN)?

* An approach and architecture in networking where Na—
&
* An enabling technology where
Q

from the applications [network virtualization]

* A concept that to enable external systems to
influence network provisioning, control and operations



: ]
SDN is... ]

...an approach to network transformation*®
...empowering alternative, non-traditional entities to influence network design and operations

...impacting the networking industry - challenging the way we think about engineering,
implementing and managing networks

...providing new methods to interact with equipment/services via controllers, APIs
...normalizing the interface with equipment/services
...enabling high-scale, rapid network and service provisioning/management

...providing a catalyst for traditional Route/Switch engineers to branch-out

* [...not the first attempt!]



SDN is not...

...an easy button... [but is intending to make things easier for all!]
...a panacea or end-state

...narrowly defined

...meaning the death of network engineers*

...a mandate for all network engineers to become C and Java programmers*

...a hew attempt at network evolution... | Wants SDN

* [...but...how do you distinguish yourself and your career?]




Overlays / Encapsulations

Have We Seen This Before?

MPLS
VPLS
VPN
GRE Tunnels
LISP

Control Plane / Data Plane
Separation — -
Centralized Control /Yl

S§7 el Management and
ATM LANE Programmatic Interfaces
Wireless LAN Controller
GMPLS

SNMP
NETCONF
EEM

Q




Where Did SDN Come From?

2008
Have you tried rebooting

the Internet yet?
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The Traditional Network...

Control Plane (CP)

-

Control and Data
Plane resides within
Physical Device

Data Plane (DP)

Control plane learns/computes forwarding decisions
Data plane acts on the forwarding decisions



The Network As It Could Be...to an SDN ‘Purist’

Control plane becomes centralized
Physical device retains Data plane functions only
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The Network As It Could Be...In a ‘Hybrid SDN’

CP

Controller

A Controller is centralized and separated from the Physical Device,
but devices still retain a localized Control plane intelligence



Use Cases and
Problems Solved
with SDN




Use Cases: Network Programmability

Providers
Experimental Customize with Automated Policy-based control Virtual workloads,
networking algorithms Programmatic APIs to provisioning and and analytics to Segmgntahon, _
and technologies provide deep insight programmable overlay optimize and monetize Orchestration of security

Network Network Flow Scalable

S A Mandpfment MultiEenancy Agile Service Delivery Private Cloud Automation

Diverse Requirements Across Segments
(Automation & Programmability)
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SDN Addresses Needs for...

. Centralized configuration, management/
control, monitoring of network devices
(physical or virtual)

- Ability to override traditional forwarding
algorithms to suite unique business or
technical needs

- Allowing external applications or systems to
influence network provisioning and
operation

- Rapid and scalable deployment of network
services with life-cycle management

T,
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Why Change?

- Familiar Manual, CLI-driven, device-by-device approach is inefficient

« Increased need for programmatic interfaces which allow faster and
automated execution of processes and workflows with reduced errors

- Need for a ‘central source of truth’ and touch-point

<7xml version="1.0" enccding:“UﬂF—B"?>
<rpc-reply message-id="4" xmlns="urn:ietf:params:netconf:base:1.8">
<data>
<xml-config-data> Building configuration...
<Device-Configuration>
<interface>
<Param-GigabitEthernet@/@</Param>
<ConfigIf-Configuration>
<ip=
<address><dhcp/></address>
</ip>
<duplexs<auto/></duplexs
<speed><auto/></speed>
</Configlf-Configuration>
</interfaces>
<end=</ends
</Device-Configurations
</xml-config-data>
</data>
</rpc-reply>]]>]1]>
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Business Metrics Influencing Routing
— Controller

Class ” AP
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Staff Directory
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Remote
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Get Chat Messages From Routers/Switches

NSO bot §/4/17, 10:53 AM
‘ .CPQ Integration with NSO PROVISIONED the Service named "Jason Test 1" for Job 93 at 5/4/2017 10:53:14 AM with
results "Created / 201" in 28.2 seconds
.CPQ Integration with NSO TESTED the Device "C53-38" with result
SIGNALING-ENB: Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

You 5/4/17 10:54 AM
Hey Team, Chuck went into the DC with a laptop and console adapter, FYI

ALERT! User nso? made an unauthorized configuration change to device C55-38 at May 4 20:28:10.870 IST Review

NSO bot 5/4/17, 10:59 AM
Network Administrator "admin” approved the unauthorized config change to device C55-38. NSO has merged it with the
latest archive.

‘ NSO bot 5/4/17, 10:58 AM

uh

Log - . .
Management Action Instant Messaging Client

Orchestrator
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SD this, SD that
Overlays, NFV, SD-
LAN, SD-WAN, SD-
Datacenter




Industry Communities, Projects and
Standards Bodies

802.1 Overlay

Technical Advi
echnical Advisory Networking Project N

Board seat Open Network Research

Center at Stanford

University
Puppet Agent
Modules
Puppet Labs
investor Contribut Technical
' ' ontributor - Technica Initiatives:
Technical Advisory i::::) A Committee Neutron API
) , Management Area Donabe
Working Groups: Projects
Config, Hybrid, Extensibility, o L F
Futures/FPMOD/OF2.0 b

CPEH METWORENG
FORIRDATION

Founding Platinum member
Catalyzed initial Open Source
offering

Overlay Working Groups:

NVO3, L2VPN, TRILL, L3VPN, LISP, PWE3
Working Groups:

NETCONF, ALTO, CDNI, XMPP, SDNP, I2AEX
PCE, FORCES

I12RS — Interface to Routing System

Open Source Cloud
Computing project
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What is an Overlay?




Exa m p I es Of Ove rl ays + Tunnel End-Point

I Network Overlays I l Host Overlays l I Integrated Overlays ‘

~q

A

4 v ¥
= o

Physical Physical Virtual Virtual Virtual

Physical




Network Overlay/SDN Humor

Aaaahlll Why
't
mfasg?w | see smoke but
This is totally the future. | thought | had there's no warning
All youfolks with control?1? lights on my
driverslicenses —sorry > 9 dgﬂbo-'dl WTHI?!

-yourjobsareatrisk.
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D-LAN
D-WAN

D-Data Center




Software-Defined LAN (SD-LAN) - & Q

« Design and implementation of Campus LANs using security
policy to selectively forward and segment without physical
constraint

LEARNING

+ Converged Wired and Wireless Network Architecture
addressing Mobile Demand, loT Growth and Security

INTENT CONTEXT

+ Policy following a user’s profile regardless of location; dynamic
policy adjustments based on country/theatre

« Administration via a central controller, reduces provisioning
times and eliminates manual configuration of branch routers

SECURITY

+ Enabling network programmability through broad availability
of APIs
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Software-Defined Wide Area Network (SD-WAN)

Design and implementation of WANs using principles of SDN to selectively
route traffic

Shift Traffic monitoring, service assurance and management from physical
devices to (virtualized) applications

Intelligence abstracted to virtual overlay -- enables private and public .
connections, automation, centralized network control, and agile, real-time O
traffic management over multiple links securely

Enables administration via a central controller, reduces provisioning times and
eliminates manual configuration of branch routers

Enables network programmability through broad availability of APls

27



SD-WAN O i O

vSmart Controllers
Software on x86
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Enabling SD-WAN

SECURE

Transport-independent
design

Intelligent path control

Application optimization

SECURE!

Oracle Internat

oog
000 000 ooo0|

oooo
oooo| €------
1§

Branch

v Highest SLA guarantees
= Tightly coupled to SP
X Expensive

000000 Oog|-=-=-=-=-===~-
0oo ooo;

MPLS

Enterprise

oooo
o000 ¢ -==--
Branch
MPLS and
Internet

+ More bandwidth for key applications
+' Balanced SLA guarantees
= Moderately priced

oooo
Do00| ¢-----
0

Branch
. Internet

v Best price/performance
+ Mast SP flexibility

= Enterprise responsible for SLAs
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- 0
What Is SD-Data Center?

Offers services for managing System, Tenants, Fabric, overlays, Virtual
Machines, Containers, etc.

L4-7 Services in the datacenter fabric

Extending datacenter policy and fabric to Cloud providers (SaaS, 1aaS, Paas,
etc.)

North Bound Interface (NBI): REST, Python
South Bound Interface (SBI): OpFlex ACI, REST, L4-7 Scripting API/VTY




Centralized Automation and Fabric Management

Unified point of data center network automation
and management:

— Application-centric network policies
— Data model-based declarative provisioning
— Application, topology monitoring, and troubleshooting

— Third-party integration (Layer 4 - 7 services, storage,
compute, WAN, etc.)

Centralized access to all fabric information - GUI,
CLI, and RESTful APIs

Extensible to computing and storage management

«

System
Layer 4 -7 Management
Cisco
CFEngine

Orchestration
Management

Storage
Management

EMC

Corporation Microsoft

XenServer

Open RESTful API

Policy-Based
Provisioning

3

1

Storage SME Network SME

Server SME

. S

\\ Security SME App. SME OS SME
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NFV




-0

Network infrastructure Services to run on Virtualized compute platforms

Network Function Virtualization (NFV)

Key Enabler: using cloud technology to support network

functions

Hypervisor and cloud computing technology

x86 compute hardware

Network automation / orchestration
Benefits:

Reduction in CAPEX and OPEX

Faster service provisioning

Service agility

Apps & Ope
Innovatio

SDN is complementary, but not mandatory — APlIs,
Controllers

33



Network Function Virtualization (NFV)

Service provisioning
from days to minutes

Simple Logistics & Common
Sparing

Dynamic & Elastic Scale

Seamless Integration with IP Next Gen
Network

VM

Caching
VM

Firewall
VM

IPS
VM

VM

SDN Ctrl.

VM

VM

Virus Scan
VM

Portal
VM
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SDN is Here —
Are You Ready?




SDN/Network Programmability Impact to Traditional
Network

- External Programs (and App Developers) have access to traditional network devices — You Need
to be Good with that!

« Change Control — Must Be More Real-Time — Programs/Apps are participating dynamically!

« You MUST have Focused, Intentional monitoring of the controllers — they are the brains and
authoritative sources of truth, config, state

« You MUST have a Robust backup/redundancy plan for controllers

« You MUST implement good Roles Based Access Controls (RBAC), security and accounting — lock-
down the controllers and APIs!

- Spiderman’s Uncle Ben Principle - “With Great Power Comes Great Responsibility”
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What Happens to the Tools | Already Have?

Management
and
Orchestration
Layer

Control
Layer

Device
Layer

CPO
UCSD

Catalog/
Provisioning

TRADITIONAL NETWORK MANAGEMENT TOOLS

Fault/ User / Data Performance
Events Management Monitoring

REST API

CLI, NETCONF, OpenFlow, OpFlex API

Data Center, Enterprise Networks

3 Party Apps

Reporting /
Analytics

Operational Intelligence
Automated Service Provisioning
Dynamic Service Assurance

Visualization and Analytics

Network Intelligence
Device Layer Abstraction
Network Control

Policy Enforcement and Network Change
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So...Are All Network Engineers Becoming Programmers?

?

At i

var myQuestion = { "question":"All Engineers Becoming Programmers?", “answer":[true,false] };




Remember This Inflection Point?

Telephony then... And now!

- Approx 1998 IP Telephony struggled until we got ‘hybrid engineers’ to translate between the
Circuit Switch ‘Tip & Ring’ and Packet Switch ‘Bits & Bytes’ camps

+ Likewise, now, we need the next generation of ‘hybrid engineers’ to translate between
traditional network domain engineers and software/application developers

40



What Skills Are Helpful to a
Network Engineer Branching Out?

- Basic Programming constructs - Python
(conditionals, loops, data structures)

REST / Web Services [Postman]

Regular Expression
Data encoding - XML / XSLT; JSON
Basic SQL

Basic shell scripting - grep

#1 - Communicating Effectively with Programmers



Job Roles: Network Programmability Evolution

System Engineer/
Network Designer

Network Engineer

Support Engineer

Traditional Networking
Infrastructure

Network
Programmability
Developer Specialist

Development

Curriculum
Network
Programmability Design
& Implementation
Specialist

Open Infrastructure



Questions?
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Acronym Decoder Ring [Aka Glossary]

SDN -- Software Defined Networking

BGP-LS — Border Gateway Protocol — Link State

NFV — Network Functions Virtualization

SS7 - Signaling System No. 7

ATM LANE — Asynchronous Transfer Mode LAN Emulation
GMPLS — Generalized Multi-Protocol Label Switching
VPLS — Virtual Private LAN Service

VPN — Virtual Private Network

GRE — Generic Routing Encapsulation

LISP — Locator/ID Separation Protocol

SNMP — Simple Network Management Protocol
NETCONF — Network Configuration Protocol [IETF Standard]

EEM — Embedded Event Manager
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Acronym Decoder Ring [Aka Glossary]

CP — Control Plane

DP — Data Plane

CLI— Command-Line Interface

AP| — Application Programmatic Interface
GUI — Graphical User Interface

OF — OpenFlow

NAT — Network Address Translation
TLV — Type-Length-Value

PCEP — Path Computation Element (PCE) Communication Protocol
I2RS — Interface To Routing System

OTV — Overlay Transport Virtualization
VXLAN — Virtual Extensible LAN

REST — Representational State Transfer

IDE — Integrated Development Environment
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Acronym Decoder Ring [Aka Glossary]

+ CA-—Controlled Availability

«  GA—General Availability

« EFT - Early Field Trial

«  NVGRE — Network Virtualization using Generic Routing Encapsulation
«  STT — Stateless Transport Tunneling

+  ODL- OpenDaylight

«  0SGi — Open Service Gateway Initiative

+  NBI—North-Bound Interface

«  SBI—South-Bound Interface

+ iIWAN — Intelligent Wide Area Network

47
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